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OIIPEAEJIEHUS

B HacTosmeM MOKyMEHTE HCIONB3YIOTCS CIEAYIOIIHEe TEPMHHBI H MX
OIpefieNeHusl.

ABTOMAaTH3HPOBAaHHAsl CHCTeMa — CHUCTEMa, COCTOSIIAs W3 MEPCoHaNa u
KOMIUIEKCAa CPEACTB aBTOMATH3aLMU ero AesATeNbHOCTH, peajlu3yroias WHpopMa-
LUOHHYIO TEXHOJIOTHIO BEITIOJIHEHUS YCTAHOBJIEHHEIX (OYHKI[HIA.

AytrenTHHKALHA OTIPABHTENS JAHHBIX — IIOATBEP)KIEHHE TOTO, YTO OT-
IPaBUTEND MOJMYYEHHBIX JaHHBIX COOTBETCTBYET 3asIBIIEHHOMY.

be3onacHOCTL MePCOHANLHBIX JAHHBIX — COCTOSHHE 3alMIIEHHOCTH
NEePCOHANBHBIX  JAHHBIX, XapaKTepU3yeMOe CIIOCOOHOCTBIO  IIOJIb30BaTelIei,
TEXHHYECKHUX  CpeACTB M  HHPOPMAIMOHHBIX  TEXHOJNOTHH  oOecreyuTs
KOHOWIEHIMAIBHOCTD, HEJIOCTHOCTh U JOCTYIIHOCTh NEPCOHANBHEIX AAHHBIX IIpHU
1x 06paboTke B MHOOPMAIIMOHHBIX CHCTEMAaX NEPCOHANBHEIX AaHHBIX.

buomerpuuyeckHe mepcoHajJbHble JaHHble — CBENEHHS, KOTOphIE
XapaKTepU3yIOT (H3MONOTHYECKHe 0COOEHHOCTH YeJIoBEeKa U Ha OCHOBE KOTOPBIX
MOXXHO YCTaHOBHUTH €ro JMYHOCTh, BKJIIOYas (poTorpaduu, OTHEYaTKH MalbLEB,
obpa3 ceTyaTKH TIya3a, OCOOEHHOCTH CTPOCHHS Tejia W APYTYI0 MOAOGHYIO
HMH(OPMAIHIO.

baoknpoBanHe NepPCOHANBLHBIX AAHHBIX — BpEMEHHOE MpPEKpPaIleHHE
06paboTkN NepCOHANBHBIX JNaHHBIX (32 UCKIIOYEHMEM CIIy4vaeB, eciii 06paboTka
HeobxouMa AN yTOYHEHHUS [TEPCOHANBHBIX JAHHEIX).

Bupyc (KOMIbIOTEPHBIH, IPOrpaMMHbIi) — HCITONHAEMBI IPOrpaMMHBIH
KOJ WMJIM UHTEPNpPETUPYyEeMbIH Habop MHCTPYKLMii, obnamaloluii CBoicTBaMH He-
CaHKIIMOHMPOBAHHOIO pacHpOCTpaHeHHs: M camoBocnpousBefeHus. Co3naHHbIE
IyOnuKaTel KOMIIBIOTEPHOTO BUpycCa He BCErAa COBIAAIOT ¢ OPHTHHAJIOM, HO CO-
XpaHSIOT CIOCOOHOCTD K AabHeHIeMy paclpOCTPaHEHHIO U CaMOBOCIPOU3Be/Ie-
HUIO.

Bpenonocnasi nporpamma — nporpamma, peJHasHauYeHHas s OCYLIeCTB-
JIEHHsI HECAaHKIMOHMPOBAHHOIO NOCTyrna M (WiIM) Bo3nelCTBUS Ha MEpCOHANIbHEIE

JaHHBIE WM PeCypchbl MH(GOPMaLIMOHHON CUCTEMBI IEPCOHANBHBIX JAaHHBIX.
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BcnoMorarenbHble TeXHHYECKHE CPEACTBA M CHCTEMbl — TEXHHUYECKHE
CPEACTBA U CHCTEMBI, He NPEAHA3HAUEHHBIE IS NepenadH, 00paboTKU ¥ XpaHEeHHs
NEPCOHANBHBIX NaHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHMYECKHMM CPEZCT-
BaMH U CHCTE€MaMH, NpelHa3Ha4YeHHbIMH Uil 00pabOoTKH MepCOHANBHBIX AAHHBIX
WIM B MOMEUICHUAX, B KOTOPBIX YCTaHOBJEHBl MH(OPMALMOHHBIE CHCTEMBI IEPCO-
HaJIbHBIX JaHHBIX.

HocTyn B onepaunHoHHYI0 cpely KoMmbOTepa (HHMOPMANHOHHOI
CHCTeMbl MEPCOHANBHBIX JAHHbIX) — IIONyYeHHEe BO3MOXKHOCTH 3allyCKa Ha
BBINIOJIHEHWE INTATHBIX KOMaH, GYHKIWMH, IpoLledyp OIEpallOHHOM CHCTEMBI
(YHMMTOXEHHSI, KOTMPOBAHMS, IlepeMEllieHHs] M T.L), HCIONHAEMBIX (aiiiioB
NPUKJIAHBIX IIPOTPaMM.

HAoctyn k uH(OpMAaUUH — BO3MOXHOCTb MOJTyYeHHs HH(OPMAIMHN M ee HCc-
NONB30BAHUS.

3ak/1a104HOe YCTPOICTBO — SNEMEHT CPeJICTBA CheMa MH(OPMAIIMH, CKPBITHO
BHeIpSeMbIH (3aKiafblBaeMblii WM BHOCHMBIM) B MeCTa BO3MOXHOIO ChEMa
MH(OpMAUMK (B TOM HMCTIE B OrpaIeHHe, KOHCTPYKIHUIO, 060pyIOBaHue, PeAMETEL
MHTEPBEPA, TPAHCIIOPTHBIE CPEACTBA, a TAlOKEe B TEXHMYECKHWE CPEACTBA M CHCTEMEI
obpaboTtku uHpOpMaLHUH).

3amumaemas uHgopmauusa — MHOOPMAINS, SBISIOMAIC IPEIMETOM COO-
CTBEHHOCTH M TOMUIeXAllas 3alliiTe B COOTBETCTBUM C TPeGOBAHUSMHM MNPaBOBBIX
AOKYMEHTOB WJIH TpeOOBAHMSAMH, YCTaHABIIMBAEMBIMU COOCTBEHHUKOM MH(GOPMALIHH.

WpenTuduxauns — npucBoeHHe CyObeKTaM H OOBEKTAM JOCTYNAa HMIACHTH-
¢ukaropa M (WIM) CpaBHEHME MpPeBSBIIEMON0 HAECHTU(QUKATOpPA C MepeuHeM
NPUCBOCHHBIX UIEHTU(HUKATOPOB.

HupopMaTHBHBINH CHrHAN — 3JIEKTPUYECKHE CUTHANEI, aKyCTHYECKHe, HIeK-
TPOMarHUTHblE W IpYTWe (M3MUEcCKHe MOJs, MO MapamerpaM KOTOPBIX MOMKET OBITh
pacKpbITa KOHbUIEHIMATEHAs HHpopMarus (TlepCoHAIbHBIE TaHHEIe) 06pabaTsBacMast

B MH(OPMALMOHHON CHCTEME MEPCOHABHBIX JAHHbIX.
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HNupopmaunonHble TEXHOJOTHH — IPOLECCH], METOABI MOKCKa, cGopa, Xpa-
HeHus, OoOpaboTKH, MNpPEeJOCTABRNEHNUs, pacIpOCTpaHeHHUs HHGOPMALMM M CIIOCOOBI
OCYILECTBJICHHUS TAKUX ITPOLIECCOB U METOAOB.

Nndopmannonnas cucrema mnepcoHadbHbIX JanHbix (HUCIIAn) -
COBOKYIIHOCTh COAEpXaluXxcsd B ©a3ax J[JAaHHBIX INEPCOHANBHBIX MJaHHBIX H
obecrnevuBaOmUX UX 06paboTKy MH(MOPMALMOHHBIX TEXHOJNOTHH M TEXHUYECKHX
CPEICTB.

Hcnonnb3oBaHHe NEPCOHANBHBIX AAHHBIX — JelCTBHs (Omepauuu) ¢
NICPCOHANBHEIMM JaHHBIMH, COBEpIIaeMBlE ONEpaTOPOM B LENSX MPUHATHS
pellleHMH WM COBEPLIEHHSA HHBIX OEHCTBUH, NOPOXKTAIOIINX IOPHAHYECKHE
TNIOCJIEACTBHS B OTHOIUIEHUU CYOBEKTa NMEPCOHANBHBIX HAHHBIX WM APYTHX JIKI]
nu6o MHEIM 00pa3oM 3aTpariBaroLKX [paBa U CBOGOABI CYOBEKTa NEPCOHANBHBIX
J@HHBIX WU APYTHX JIUIIL.

Hcrounnk yrpo3nl GesonacHocTH HHPOpPMAaUMH — CyOBEKT AOCTYyIIa, Mare-
PHATBHBL OOBEKT WM (PH3UYECKOE SBIICHHE, SBISIOIMECS PUUMHON BO3HMKHOBEHHUS
yrpo3sl 6e3onacHocTy HHGOPMALUH.

KonTpoanpyemasi 30Ha — IPOCTPaHCTBO (TEPPUTOPHS, 3MAHHE, YacTh 3aHM,
TIOMELIEHHE), B KOTOPOM HCKIIIOUYEHO HEKOHTPOJIHpYeMOe MpeOhIBaHHEe IOCTOPOHHMX
JIULL, & TAKKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTepUAITEHEIX CPEICTB.

KonpuaeHunanbHOCTh NepPCOHANbLHLIX [JAHHBIX — OOS3aTENBHOE JUIs
cobmozieHus: onepaTopoM I HHBIM IMOJYYHBIINM AOCTYI K MEPCOHANBHBIM JAHHBIM
JuuoM TpeGoBaHME HE JOIYCKaTh HMX paclpocTpaHeHHe Oe3 corviacusi cybbekra
NIEPCOHANBHBIX JAHHBIX WIH HAIMYMS UHOTO 3aKOHHOIO OCHOBAHM.

MexcereBoii 3KpaH — JIOKATEHOE (OQHOKOMITIOHEHTHOE) MU (yHKIMOHAJIEHO-
pacripefielieHHoe TporpaMMHoe  (TIporpaMMHO-aIMIapaTHOE) CpeACTBO  (KOMILIEKC),
peanmsyrollee KOHTPOJIb 32 HHGopMalieid, ocTynaroel B UHQOPMAIMOHHYIO CUCTEMY
NepCOHATIBHBIX JAaHHBIX M (M) BBIXOAAILEH U3 HHOOPMAIMOHHOM CUCTEMBI.

Hapymurenb 6e30nacHOCTH NEPCOHATBHBIX AAHHBIX — (QU3UUYECKOE JIHLIO,

CITy4alfHO WY MpeIHAMEPEHHO COBEPLUAIOLLIEE NEWCTBHUS, CIIEACTBUEM KOTOPBIX SIBIISIETCS
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HapylueHWe Ge30NacHOCTH NMEpCOHANBHBIX JAHHBIX NP UX 06paboTkKe TeXHHYECKMMHM
CpenCTBaMK B HHPOPMALIMOHHBIX CHCTEMAX MEPCOHABHEIX JAaHHbIX.

HeapTromaTH3HpOBaHHasi 06paGoTKa NepPCOHAJbHBIX JAHHBIX —
06paboTKa nepcoHaNbHBIX NaHHBIX, COAEPXKAIIUXCA B MHGOPMALIMOHHOH CHCTeMe
NEepCOHANBHBIX JAHHBIX JMOO H3BIEUEHHBIX M3 TAKOM CHCTEMBl, CUMTaeTCA
OCYLLECTBIICHHOM Oe3 HCIIOJIE30BaHHS CpeICTB aBTOMaTH3alHN
(HeaBTOMAaTH3HUPOBAHHOI), €CITU TaKue AEHCTBUSA C HePCOHANBHBIMH JaHHBIMH, KaK
HCTIOJIb30BaHHE, YTOYHEHHE, PaCHpOCTPAHEHHE, YHHUUTOXEHHE INEPCOHATBHBIX
JaHHBIX B OTHOLICHHH KaXJ0ro M3 CYOBEKTOB NEPCOHANBHBIX MAaHHBIX,
OCYLUECTBIISIIOTCS IIPH HEMOCPEACTBEHHOM YYacTHH YeJIoBeKa.

HenexnapupoBanHbie BO3MOKHOCTH — (GyHKIMOHAIBHBIE BO3MOXHOCTH
CPENCTB BBIMNCIMTENHOM TEXHHWKH, HE OIMCAHHBle WM He COOTBEICTBYIOLIME
ONMMCAHHBIM B ZIOKYMEHTALlMM, NP KCIIOJB30BAHUH KOTOPBHIX BO3MOXKHO HApyIlEHHe
KOH(UICHUMANBHOCTH, IOCTYyIIHOCTH WM LEJOCTHOCTM oOpabaTeiBacMoit  WH-
bopmanuu.

HecankunoHupoBauublii 10cTyn (HeCAHKLUMOHHPOBAHHLIE AeiicTBHS) —
JOCTYNl K MHGOPMAMU WM JeHCTBHS ¢ HH(bOpMauyeli, HapylLalolye NpaBIWIa pas-
TPaHMYEHUs [OCTylla C HCIOJB30BAHMEM IITATHBIX CPEICTB, IIPEAOCTABIIEMBIX
HMH(QOPMaLIMOHHBIMU CHCTEMaMH MIEPCOHANBHBIX AaHHBIX.

Hocutens undopmanun — Qusiyeckoe MU0 WM MaTepHANbHBIA 0GBEKT, B
TOM 4HCIIe (PU3HIECKOE T0JIE, B KOTOPOM HH(OPMALIKS HAXOIMT CBOE OTPaKEHNE B BUE
CHMBOJIOB, 06pa30B, CHTHATOB, TEXHMYECKHX PELISHHH U MPONECCOB, KOIMMYECTBEHHbIX
XapaKTEePUCTUK (PU3UUECKUX BEJIHYHH.

OOesnunBanue nepcoHaNbHBIX AAHHBIX — JEHCTBHS, B pe3yiIbTaTe
KOTOPBIX CT@HOBHUTCSI HEBO3MOXHBIM 0e3 HCIOJB30BAHUS JOMOJHHUTEILHON
MH(MOPMALMK ONPEAENUTS IPHHAMIEKHOCTD IIEPCOHANBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY HepCOHANBHBIX NaHHEIX.

O0paboTka nepcoHANBLHBIX JAHHBIX — JII060e HeiicTBHe (onepanus) wiam
COBOKYNHOCTb ASHCTBUH (Omepauuii), coBeplIaeMbIX C HCIONb30BAHHEM CPEICTB

aBTOMaTH3allid WJIH 0€3 MCIOJB30BAHUS TaKHUX CPpEACTB C MNEPCOHAIBHBIMU



HNaHHBIMM, BKII0Yas cOop, 3amuch, CHCTEMATH3aLMIO, HAKOIUIEHHE, XpaHEHHE,
yTouHeHHe (OOGHOBIEHME, W3MEHEHHe), W3BIEUeHHe, HCIIOJIB30BaHUE, Mepeaavy
(pacnpocTpaneHue, MpenoCTaBIeHUe, AOCTYI), 00e3NMUUHBaHHE, OJIOKHPOBaHHE,
yIaJlleHue, yHUUTOXEHHUE NEPCOHAITBHEIX JaHHBIX.

OfwmenocTynHble nepcoHaJbHbICe AAaHHbIE — IEPCOHAILHEIE NAHHEIE,
JOCTYIl HEOTrpaHMYEHHOIO Kpyra JHI K KOTOPBIM HpEeAOCTaBJIeH C COrjiacus
cyOBeKTa IMEepCOHANbHBIX [aHHBIX HMIM Ha KOTOPEIE B COOTBETCTBHH C
denepanbHBIMH 3aKOHaMH He pacIpoCTpaHseTcss TpeGoBaHHe COGIIOAEHHUS
KOH(QUACHLUATIEHOCTH.

Onepatop (mepcoHaJbHBIX JAHHBIX) — TOCYAapCTBEHHBIH OpraH,
MyHHLMNAIBHBINA OpraH, IOpUAUYecKoe Wi (pu3ndeckoe JIMLO, CaMOCTOSTENBLHO
WA COBMECTHO C JIPYIMMM JIMLIAMH OpraHusylomue U (MJIH) OCYLIECTBISIOIINE
00paboTKy NepCOHAJIBHBIX NAHHBIX, @ TAaKXe ONpeeNfiouIre Lend o0paGoTKu
TIEPCOHANBHEIX JAaHHBIX, COCTAB MIEPCOHANBHBIX JaHHBIX, MOANEXAIUX 00paboTke,
AeHCTBHUA (OTepaliiK), COBEpIIaeMEIe C IEPCOHABHBIMH JaHHBIMH.

TexHnuyeckne cpeacrBa MHPOPMANHOHHONH CHCTEMBI NEPCOHANBLHBIX
AQHHBIX — CPECTBA BBIMUCIUTEBHOW TEXHUKH, WH()OPMAILMOHHO-BBIMUCITUTENILHEIE
KOMILJIEKCEI M CETH, CPEZCTBA M CHCTEMSI TiepeaayH, pueMa 1 o6pabotku [1/IH (cpencrsa
W CHCTEMBl 3BYKO3AlMCH, 3BYyKOYCHIEHHS, 3ByKOBOCIIPOM3BEIEHUS, MEPErOBOPHBIE U
TENIEBU3MOHHBIE YCTPOHCTBA, CPEACTBA W3TOTOBIICHUS, TUPAKUPOBAHUS JOKYMEHTOB M
JpyTrue TeXHMYeCKue cpeficTBa 00paboTku pedeBoH, rpapuyeckoii, BUneo- U OYKBEHHO-
1M(poBOi MHGpOPMALIK), TPOrpaMMHEIE CPeCTBa (ONEePaIlHOHHBIE CHCTEMBI, CUCTEMBI
yTpasieHus 6a3amMy TaHHBIX U T.I1.), CpeACTBa 3alUThl HH(OPMALH, IIPUMEHSEMEIE B
MH(OPMaLIMOHHBIX CHCTEMaX.

IlepexBaTr (MHoOpManuH) — HEMPaBOMEpPHOE NOJdy4YeHHe HHGOpMalUuU C
UCIIOJIb30BAHUEM TEXHMYECKOrO0 CpeACTBa, OCYLIECTBIIAIOWIET0 OOHapyXeHUe,
npueM U 06paboTKky UHPOPMAaTHBHBIX CHTHAJIOB.

Ilepconanbubie gaHHble — ji06as MHpOpMaLMs, OTHOCALIAsICA K MPSIMO
WIA KOCBEHHO ONpeACIeHHOMY WM OIpelenseMoMy (U3NYECKOMY JIUILY

(cyOBeKTy NepCOHANBHBIX AaHHBIX);



IloGounble  3/IeKTPOMATHHUTHbIE  H3JYYeHMS] M HABOAKH  —
JJICKTPOMAarHUTHEIE H3NIyYEHHS! TEXHHYECKUX CPeACTB 00paGOoTKH 3aliyilaeMoit
MHQOpMAllMM, BO3HHUKAIOUIME Kak I060YHOE SABJIEHHE ¥  BBI3BAHHBIE
JNIEKTPUYECKUMU CHTHAJIaMH, NEHCTBYIOIMMH B UX 3JIEKTPHUYECKUX M MAarHHTHBIX
LIEeTIAX, @ TAKXKE JJIEKTPOMArHUTHEIE HABOAKM 3THX CUTHAJIOB HA TOKOMPOBOAAILME
JIMHUH, KOHCTPYKLWH H LEIH MHTAHMS.

IlonuTHKAa  «YHCTOrO  C€TOMIa» —  KOMIUIEKC  OpraHM3allMOHHBIX
MEpONpPUATHH, KOHTPOJMPYIOUIMX OTCYTCTBHE 3alUCBIBAHHS Ha OyMaKHbIE
HOCUTeNH KiIoyed U aTpubyToB jocTyma (maposieil) ¥ XpaHeHHs HX BOIM3U
00BEKTOB foCTYyTA.

Ilonn3oBaTens mHpopManHOHHOH cHCTeMBbl NEPCOHANbLHBIX JAHHBIX —
MU0, Y4YacTBywollee B (GYHKUHOHUPOBAaHWM HH(OPMAILMOHHOM CHCTEMBI
MEePCOHANBHBIX AHHBIX MIIH UCTIONE3YIOLIEE Pe3yIbTaThl €€ QYHKIUMOHUPOBAHHS.

IlpaBuiia pasrpaHMYeHHs! JOCTYNAa — COBOKYIIHOCTh IPaBHJl, peTiaMeHTH-
PYIOLINX MpaBa A0CTyMa CyOBEKTOB AOCTyNa K 00beKTaM JOCTYIIa.

IIporpamMmMHast 3aKJaKa — KOJ IPOrpaMMBI, IpeJHAMEPEHHO BHECEHHEIH B
NporpamMmy ¢ LEJIBIO OCYILECTBUThL yTEUKY, M3MEHUTH, OJIOKUPOBATh, YHUYTOXHUTh
MH(OPMAIIMIO MM YHHYTOXHTh U MOAM(PULHPOBATE MpOrpaMMHOe obecreyenue
MH(GOPMAIIHOHHOM CHCTEMBI NEPCOHANBHBIX AAHHBIX W (WIH) GJIOKMPOBATH amma-
paTHBIE CPEeACTBaA.

IIporpaMmHOoe  (MporpaMMHO-MaTeMaTH4ecKoe)  Bo3aelicTBHE  —
HECaHKLMOHUPOBAaHHOE  BO3ZEHCTBHE HAa  PeCypCsl  aBTOMaTH3UPOBAHHOM
MH(OPMALIMOHHOH CHCTEMBI, OCYILECTBIIEMOE C MCIONL30BAHHEM BPEIOHOCHBIX
Iporpamm.

PackpbiTHE NEepCOHANLHBIX JaHHBLIX — YMBILUUIEHHOE MIIM Cly4aiiHoe
HapylleHHe KOHQUAECHIIMAIEHOCTH IEPCOHANBHBIX JaHHBIX.

PacnpocTpanenne NmepcoHANILHBIX AAHHBIX — AeCTBMS, HaIpaBlEHHBIE

Ha pacKphITHE NEPCOHANILHBIX JaHHBIX HEOpeaeIeHHOMY KpYTY JIHII.



Pecypc undopmannonHoii cucreMbl — HMEHOBAHHEIH 3JIEMEHT CHCTEMHOTO,
IPUKJIIAIHOTO WIIH amnnapatHoro  ofecre4eHus GYHKLHOHUPOBaHUS
MH()OPMALIMOHHOM CHCTEMBI.

CnenuanbHbie KaTei‘opnu NepCOHAJILHBIX JAHHBIX — MEePCOHANBHEIE
JlaHHBIe, KacaIolHeCs pacoBOM, HALIMOHANBHON NPHUHAMJIEXXHOCTH, OMUTHYECKUX
B3IVISJIOB, PEJIMTHO3HBIX MIIH (QUIOCODCKUX YOeXXAEeHHH, COCTOSHHS 340POBLA M
UHTUMHOM XXH3HH CyOheKTa NepCOHAIBHEIX NAHHBIX.

Cpeacrsa BbIMHCIHTENbHOH TEXHUKH — COBOKYTHOCTB MPOTPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CHUCTEM OOpabOTKM MJAHHBIX, CHOCOOHBIX (DYHKLIHOHHPOBATH
CaMOCTOSITENILHO UJIM B COCTaBe APYTHX CHCTEM.

CybbexT nocryna (cy0beKT) — JIMLO M IIPOLIECC, AEHCTBUS KOTOPOTO per-
JIaMEHTHPYIOTCS NIpaBUIaMH pa3rpaHHyYeHHs AOCTYIIA.

Texuuveckunii KaHaJ yTedkn HHGOPMALHH — COBOKYITHOCTb HOCHTENS HH-
dopmarmm  (cpeactBa 06paboTkm), (u3IHEcCKON Cpelpl pPaCHpOCTpaHeHHs HHpOp-
MaTHBHOT'O CHTHAJIa ¥ CPEJICTB, KOTOPBIMH J0OBIBaeTCS 3alpinaeMas HHpOpMaLys.

Tpancrpann4ynasi nepeaaya NEpPCOHANBHLIX JAaHHBIX — [epejaya
NEepPCOHANBHBIX ~ JaHHBIX onepaTopoM uepe3 IOCynapcTBEHHYIO TIpaHHIly
Poccuiickoit ~ demepamuu  OopraHy = BIACTH  HHOCTPAHHOLO rocyapcTsa,
(GH3NYECKOMY MIIH IOPUIMYECKOMY JIMIY HHOCTPaHHOTO roCyJapCTBa.

¥Yrpo3e1 6e30MacHOCTH NePCOHATBHBIX AAHHBIX — COBOKYITHOCTD YCIIOBUM U
(paKTOpOB, CO3AOLIMX OMACHOCTh HECAHKIAOHMPOBAHHOTO, B TOM YHCJIE CIIY4YaiiHOro,
JOCTyTIa K IEPCOHANBHBIM JJAHHBIM, Pe3YJIETATOM KOTOPOro MOXXET CTaTh YHHUTOXKEHHE,
3MeHeHue, GI0KUpOBaHUe, KOIIUPOBaHUE, PaClIpOCTPaHEeH e TIEPCOHABHBIX JaHHbIX, 4
TaKXe MHBIX HECAaHKIMOHUPOBAHHBIX AEHCTBUH IpU MX 00paboTke B HHPOPMALIIOHHOM
CHCTEME NEPCOHATBHBIX AaHHBIX.

YHUYTOXKEHHEe MNEepCOHANBHBIX [JaHHBIX — JeHCTBUSA, B pe3ysbTare
KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM BOCCTAHOBHUTBH COJEpXKaHUE NEPCOHATBHBIX
OaHHBEIX B HH(OPMAIIMOHHONW CHCTeMe IIepCOHANBHBIX MaHHBIX U (UiaM) B
pe3yJibTaTe KOTOPBIX YHHUYTOXXAIOTCS MaTepHalbHble HOCUTENH IE€PCOHAIBHBIX

JaHHBIX.
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YTeuka (3ammmaemMoii) MHPOPMALHHM MO TEeXHHYECKHMM KaHAJIAM —
HEKOHTPOJIMPYEMOE paclpocTpaHeHye HHGOpMaLK OT HOCUTENS 3alylliaeMoit HHPpOp-
MallMK 4depe3 (U3MYECKYIO Cpemy OO TEXHMYECKOTO CPEACTBa, OCYILECTRISIOLIErO
nepexBaT UH(POpPMaLIUH.

Ys3BHMOCTD — C1a00CTh B CPEACTBAX 3alUTHI, KOTOPYIO MOXHO HCITONIB30BaTh
JUI1 HapyIIEHHs1 CUCTEMBI WM COAEpIKalLieiics B Heit mH$popMaryy.

IHenocTHOCTL MHGOPMaLHHU — CIIOCOOHOCTh CPECTBA BBIMHCIHTENLHON TEX-
HHKM WM aBTOMaTM3HpPOBAHHOM CHCTEMBI 00€CTeYBaTh HEM3MEHHOCTh MH(OpMalK B

YCIIOBISIX CITy4aitHOTO M/WIH IIpeIHaMEPEeHHOr0 UCKaXKEHHUS (paspylleH s ).
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OBO3HAYEHUSA U COKPALIIEHUST

ABC — aHTHBHpYCHBIE CpeICTBa

APM — aBTOMaTH3MpOBaHHOE paboyee MeCTO

BTCC - BcnomoraTenbHble TEXHUYECKUE CPEJICTBA U CHCTEMBI
HCIIdx — nH}opMaloHHas chcTeMa NEPCOHAIHBIX JaHHBIX
K3 — xoHTpONIMpyemas 30Ha

JIBC — nokaybHasi BEIMMCIUTENBHASA CETh

MD3 — MexceTeBoii 3KkpaH

HCJI — HecaHKIIMOHHPOBaHHEII IOCTYII

OC — oneparrioHHas1 cHCTEMA

IT/IH — nepcoHabHbIE JaHHEIE

IIMB — nporpaMMHO-MaTeMaTH4YeCKOe BO3NEHUCTBIE

ITO — nporpamMHoOe obecnieueHue

ITOMUH — noGouHsle 3MeKTPOMarHHTHbIE UTyYeHHs H HABOIKH
CA3 — cucTeMa aHanIM3a 3alUILIEHHOCTH

C3H — cpencTBa 3amUTHl HHGOpMALUH

C3INIH — cucreMa (mmocucTeMA) 3aIUHUTHI IIEPCOHATIBHBIX JaHHBIX
COB — cuctema oOHapy>XeHHs BTOP)KEHHIA

TKY Y - TexHu4eckye KaHaTB! YTeYKH HHPOPMALIH

YBIT/I1 — yrpo3s! 6€301acHOCTH MEPCOHANBHBIX IAHHBIX
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BBEJEHUE

Hacrosimas Ilonutvka uHbOpMauuonHoit GesomacHoctd (nanee —
Ilonutnka) B oOWIECTBE C OrpaHMYEHHOH OTBETCTBEHHOCThIO CaHaTopuit
«Llentpocoro3-Kucnosozack» (manee no texcry — OO0 Canartopuii «L{eHTpocoros-
Kucnosogck»), ABnseTcs 0pUIHATBHEIM JOKYMEHTOM.

ITlonutvka pa3paboTaHa B COOTBETCTBHHM C LENAMH, 3afadaMu H
NpUHIHUIIAMK obecreueHus 6e30IacHOCTH IEPCOHANBHEIX JAHHBIX, H3I0XKEHHBIX B
Honoxenun uHpopMaunoHHo# 6GesomacHoctn HWCIIu OOO Canartopuit
«lenTpocoro3-KucnoBomack».

Ilonutuka paspaboTaHa B COOTBETCTBHH ¢ TpeGoBaHusMU DeepanbHOro
3akoHa ot 27 wmrons 2006 r. Ne 152-03 «O mnepcoHanbHBIX JaHHBIX», Ha
OCHOBaHUHU:

—  TpeboBauuif K 3alllUTe NEPCOHANBHBIX HaHHBIX NpH HMX 06paboTke B

MHQOPMALIMOHHEIX CHCTEMaX IepPCOHANBHBIX JAaHHBIX, YTBEPXKHAEHHBIX

ITocranosnenuem IIpaButensctea PP or 01.11.2012 1. Ne 1119;

~  Ilpukasa ®CTOK Poccuu ot 18 deppains 2013 roga Ne 21 «O6 yTBepxaeHHU
CocTaBa W cCONEpXaHMS OpPraHM3ALMOHHBIX M TEXHHUYECKHMX Mep IO
obecrnieueHnI0 G€30MACHOCTH MEPCOHANBHBIX NaHHBIX IMpH HX 06paboTke B

HH(bOpMaIII/IOHHBIX CUCTEMAaX NEPCOHANIBHBIX JaHHBIX,

—  Tunossix TpeGoBaHuit MO OpraHU3alHH U 0GeCHeYeHH IO (yHKIHOHUPOBAHHUS
WH(POBaNEHEIX (KPUNTOrpadhUuecKux) CpeacTB, NpeJHA3HAYCHHBIX s
3alMTEl  MHQOpMalMH, He CoAepXalied CBeJeHHH, COCTABIAIOLINX
rOCy1apCTBEHHYIO TaliHy B clydae W3 WCIOJB3OBAaHUA MU obecredeHus
0e30mMacHOCTH  TEPCOHANBHBIX  HaHHBIX Mpd HUX  06paboTke B
MHOOPMALIMOHHBIX CHCTEMaX IePCOHANBHBIX MAAHHBIX, YTBEPXKIEHHBIX

pykxosozacTBoM 8 Llentpa @CB Poccuu 21.02.2008 r. No 149/6/6-662.
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B Ilonutuke onpenenensl TpeGoBauus Kk mepcoHany WMCII[IH, cTemeHs
OTBETCTBEHHOCTH  IIepPCOHala, CTPYKTYpa M  HeOOXOOUMEBIH  ypOBEHb
3aIUMINEHHOCTH, CTATyC M  JOJDKHOCTHBIE  OOS3aHHOCTH  COTPYIHHKOB,
OTBETCTBEHHBIX 32 0becriedeHre 6e30MacHOCTH NepCOHANBHBIX JaHubiXx B CIIH

OO0O Canatopuit «L{entpocoro3-KucnoBoack».
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1.001ue nosioxeHust

Lensto Hactosgmieit IlonmuThku sBagercs obecneueHne 6e30MaCHOCTH
o6bextoB 3aumtel OO0 Canaropuit «LleHTpocor03-KucioBoack» OT BCEX BHIOB
yrpo3, BHELIHUX W BHYTPEHHHMX, YMBILUUIEHHBIX W HeNpeJHaMepeHHBIX,
MUHHUMHK3alus yuepba oT BO3MOXHOH peanu3zauuu yrpo3 OesomacHoctu I1/IH
(YBI1n).

be30macHOCTh MEepPCOHANBHBIX JAHHBIX JOCTHTaeTCs IIyTeM HCKIIOUSHHS
HECaHKIMOHUPOBAHHOTO, B TOM 4HCJE Cly4daiiHOro, JOCTyna K IEepCOHAIBHBIM
JaHHBIM, pE3yJbTaTOM KOTOPOr0 MOXET CTaTh YHUYTOXXEHHE, H3MEHEHMe,
OnoxupoBaHue, KOIMPOBaHUE, paCIPOCTPaHEHHE TIEPCOHANBHBIX AaHHEBIX, a TAKXKe
MHBIX HECAaHKLMOHUPOBAHHBIX JeUCTBUH.

WHpopmanus U cBI3aHHBIE C Hel pecypchl JODKHBI OBITH AOCTYIHBI IS
aBTOPHM30BaHHBIX IM0Jb30BaTenel. JIOKHO OCYILECTBIATECS CBOEBPEMEHHOE
oOHapyxeHue U pearnpoBanue Ha YBI1JIH.

JHOJDKHO  OCYIIECTBIATBCS IpPEAOTBpAlleHWEe MpeAHAMEPEHHBIX WM
CIly4aMHBIX, YACTUYHBIX WJIH IIOJHBIX HECAHKLIMOHHPOBAaHHBIX MOAU(DUKALMIMA HIH
YHUYTOXXEHUS JaHHBIX.

CoctaB 00BexTOB 3aluTHl INpeAcTaBleH B «llepeuHe MepCcOHANBHEIX
HNaHHBIX, MTOJIEXKAIIMX 3aLIUTE.

Cocras MCI1/Ia noanexauux 3amure, npeacrasieH B «Ilepeune UCITu».
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2.00aacTe aeiicTBun

TpeGopanus Hactosttueit [TONHUTHKM  paclpoOCTPaHSIOTCS Ha  BCeX
corpyauukoB  OOO  Canatopuii  «LleHTpocoro3-KucnoBonack»  (IITaTHEIX,

BPEMEHHBIX U T.II.), 4 TAKXKE BCEX MPOYUX JIML (OAPSIIYNKY, ayJUTOPEI H T.IL.).
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3.Cucrema 3alIHTHI NEPCOHAJNBHBIX JAHHBIX

Cucrema 3amutel mnepcoHanbHbIX gaHHeix (C3II[H), cTpouTcs Ha

OCHOBaHUHU:

—  HroroBoro otuera 06 o6cnenosauuu UCI1IH;

— Oruera 0 pe3ysbTaTax IpOBEIEHUs] BHYTpeHHel MpoBepKHu 3aimuTel IT[IH Ha
OyMa)KHBIX HOCHUTEJIAX.

—  Ilepeuns nmepcoHaNbHBIX JaHHBIX, TOLIEXKAIHX 3ALUTE;

—  Axra knaccudpuxauuu HHGOPMALMOHHON CUCTEMEI MIEPCOHANIBHBIX AaHHBIX;

—  Mogenu yrpo3 6e30macHOCTH NEPCOHATBHBIX JaHHBIX;

— Marpunsl nocTyna noip3oBaTened K 3amMilaeMbiM  HHO)OPMAMOHHBEIM
pecypcam UCITH;

—  PyxoBomsmux nokyMeHnToB @CTIK Poccuu u ®CB Poccun.

Ha ocHoBaHMM 3THX HOKYMEHTOB OIpeJeNseTcs HeoOXONMMBIN ypOBEHB
samiesdocTy  IIJIH  kaxpo#t MCIIH OOO Canaropmii  «lleHTpocoios-
Kucnosoack». Ha ocHOBaHMM aHamM3a akTyajbHBIX yrpo3 6esomacHoctd I1J[H
omycaHHoro B Mogenu yrpos, [nenaercs 3akilOYEHHE O HeoOXOAMMOCTH
MCIIOJIb30BaHUS TEXHUYECKMX CPEICTB M OpraHU3aLMOHHBIX MEPONPHATHH IS
obecrnieyenus 6GesomacHocT ITJIH. BrIOpaHHbIE HEOOXOOMMBIE MEPONPHATHS
orpaxarorcs B I1nane MeponpusTuii no o6ecreyenuro 3ammts! IT/H.

Hns UCTIIH nomkeH OBITH COCTABJIeH CITHCOK HCIIONIB3YEMBIX TEXHUYECKHX
CpeACTB 3amuTel (mamee - CmHCOK), a Tak jke IPOrpaMMHOro obecredeHus
y4acTByromero B obpaborke I1/IH, Ha Bcex anemenTax UCIIIH:

—  APM nons3oBareneii;

—  CepBepa NpUIIOKEHHI;

- CVB][;

—  I'panuua JIBC;

—  Kananos nepenayu B cet o6imero nonb3oBanus U (MIK) MEXIYHAPOIHOTO

obmeHa, ecnu o HUM nepenarorcs [T1H.
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B 3aBucumocTu oT yposHs 3amuineHHOCTH VICIT/IH U akTyalbHBIX yrpos,
C3I1IH MOXET BKIIOUYATh CIIEAYIOIIHE TEXHUUECKHE CPENCTBA:

—  aHTHBHPYCHBIE CPEACTBA JUI1 pabouKX CTaHLMI NONB30BaTeNeil U CEPBEPOB;

—  CpPeICTBa MEXCETEBOr0 SKPaHHPOBAHU;

— cpenctBa Kpunrorpaduuyeckod 3amuThl HHGOpPMAalMH, IpH Mepeaaye
3aIlMIIaeMOH HH(POPMAaLMH MO KaHaJIaM CBS3H.

Takke B CHHCOK MAOMXKHBI OBITH BKIIOYEHBI (DYHKLIHM  3aILMATEI,
ofecrieyrBaeMBle IUTAaTHBIMU cpeicTBamMu 0OpaGorku IIJJH omepalMOHHBIMH
cuctemamu (OC), mnpuxnagaeiv [0 ©  cneqUaneHBIMH  KOMILIEKCAMH,
peaTu3yIOLIUMH CpeACTBa 3alUThL. CiucoK GYHKLUUH 3aIlIUTH MOXKET BKIIIOYATh:
—  YHpaBJIeHHE U pasTpaHHYCHUE AOCTYIIa [10JIb30BaTeNEH;

—  PerucTpaluIo U yueT AeHCTBHI ¢ HHpopMaLuei;
—  ofecne4yuBaTh LEIOCTHOCTD JAHHEIX;
—  NPOHU3BOAMTEL OOHApPYKEHUH BTOP)KEHHUH.

Cnucox HCIONB3YeMBIX TEXHHYECKHX CpeACTB oTpaxkaercs B «Ilmane
MEPOIIPUATHH 10 OOECMEYEeHUI0 3alUThl INEePCOHANBHBIX HNaHHBIX». CHIHCOK
HCIOJIE3YEMBIX CPEJCTB JAOJDKEH MOANCPXKUBATECS B aKTYallbHOM COCTOSHHH. I1pu
U3MEHEHHH COCTaBa TEXHHYECKHMX CpeACTB 3awmThl wiu snemeHtoB WCII[IH,
COOTBETCTBYIOIIME U3MEHEHHUS NOJDKHBI OBITh BHECEHBI B CIIUCOK U YTBEPXKIECHBI
pyxosogutenem OOO Canatopuit «LleHTpocor03-KHCIOBOACK» HIH JIHIIOM,

OTBETCTBEHHEIM 3a obecreueHue 3ammrhl [1/H.
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4.TpeGoBanus k nogcucremam C3I1In

C3I1x BrroyaeT B cebs ciemyrolye MOACUCTEMBI:
—~  yNpaBlIeHHUs AOCTYIIOM, PETHUCTPALIUH U yUeTa,
—  ofecnieyeHus LIETOCTHOCTH U AOCTYIIHOCTH;

—  aHTHUBUPYCHOMH 3aIlUTHI,

—  MEXCETEeBOro SKpaHWPOBaHHUS,

—  aHaJu3a 3alMLIEHHOCTH;

—  obHapy>XeHHUs BTOP)XEHUA,

—  Kpunrtorpaduueckoit 3aluTH.

IMoacuctemer C3I1/IH MMeIOT pa3nuuHbIH (QYHKUHOHAA B 3aBUCMMOCTH OT
knacca MCII[IH, onpepeneHHOro B «AkxTe Kiaccupukauuu HHGOPMALMOHHOM
CHCTEMBI MEPCOHANBHEIX NaHHBIX». CIHMCOK COOTBETCTBUSA (YHKIHMIH MOACHCTEM
C3I1[JH - knaccy 3alUULIEHHOCTH TpPEACTaBIeH B TEXHHYECKOM 3aIaHHU IO
CO3MaHMIO CHMCTEMBI 3alUTHl HHpOpMauuu HWHGOPMALMOHHOM  CHCTEMBI
TIepCOHANBHBIX AAHHEIX.

IloacucreMs! YpaBaeHHUs JOCTYIIOM, PErucTpaly ¥ yueTa
IToacuctema YIpaBJICHHUs AOCTYIIOM, PErACTPpallMd M y4eTa IpeaHa3Ha4yeHa

MUl pealu3alivy CIeayoUuX (yHKIIHA:

—  UIeHTH(HUKAUMK U IPOBEPKHU MOMTHHHOCTH CyOBEKTOB AOCTYIIA IIPH BXOAE B
UCI1H;

-  WOCHTH(UKAIMM TEPMUHATOB, Y3JIOB CETH, KAHAJIOB CBA3H, BHEIIHHX
YCTPOMCTB I10 JIOTUYECKMM HMEHAM;

—  WOeHTH(MKANMM NpOrpaMM, TOMOB, KaTajoros, (aiinoB, 3amuceif, moneii
3alliceit Mo UMeHaM;

—  PerucTpaluH BXOAA (BbIXOAa) CyGBEKTOB JOCTYIa B CHCTEMY (M3 CHCTEMBI),

GO perucTpaiys 3arpy3ki U HHHLHAIM3ALMH ONepaliHOHHOM CHCTEMBI H ee

OCTaHOBA.
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—  PerucTpaluu IONBITOK JOCTyNna IIPOrpaMMHBIX CpeACTB (Iporpamwm,
IIPOLIECCOB, 3a/1aY, 3aJaHu) K 3alUIaeMbIM daitnam;

—  PerHCTpallMM TIIONBITOK JOCTyna IpOrpaMMHBIX CPEACTB K TEepMHHAlaM,
KaHajlaM CBfA3H, [pOrpaMMaM, TOMaM, KaTtanoraM, Qaiiiam, 3amucsaM, MmojiasMm
3aIuCceH.

IloncucTema ympaBineHHs JOCTYIOM MOXET OBITh pealu30BaHa C TIOMOILBIO
IUTaTHBIX CpeacTB 00paborku II/lH (onmepalMOHHBIX CHCTEM, MPWIOKEHUH U
CYB]I). Tak sxe MoxeT 6BITh BHEAPEHO CIIELHATBHOE TEXHUYECKOE CPEACTBO HIIH
UX KOMIUIEKC OCYIIECTBIAIONIME AOTOJHUTENbHBIE MEPHl MO ayTEeHTH(OHUKALMU U
KoHTpomo. Hanpumep, npHMeHeHHe eOUHBIX XPaHWIMI YUYETHBIX 3amnucei
nonp3oBarenei u PEerucTpaliOHHOM uH(popManuuy, HCITIOJIE30BaHUe
OMOMETPUYECKMX M TEXHHYECKHX (C TMOMOLIBIO SJIEKTPOHHBIX IMPOIYCKOB) Mep

ayTeHTU(hUKAIMY U IPYTHX.

IMoncucremMa obecreyeHus LENOCTHOCTH U AOCTYITHOCTH
IMoacuctema obecrieueHus LENOCTHOCTH M JOCTYIHOCTH INpeNHa3HadeHa

s obecrieyeHHs LENOCTHOCTH M JOCTYNHOCTH IIJIH, nporpaMMHBIX H
anmaparHeix cpeacts ICII[IH OOO Canaropuit «LleHTpocoro3-Kuciosoack», a
TaK e CpeACTB 3alUThI, IPY CIIy4aiiHON HWJIM HaMEepPEeHHON MOAU(UKaIIUK.

Iloncuctema peanusyercss ¢ TIOMOLIBIO OpraHU3aLM  PE3EPBHOrO
KOIMpoBaHus 00pabaThIBaeMBIX NaHHBIX, @ TaK XK€ pe3epBHPOBAHHEM KITIOUEBBIX
anemeHToB UCTTIH.

IToacucreMa aHTUBHUPYCHOM 3aILIUTEI

IloncucrtemMa aHTUBUPYCHOM 3alllUTBI I[IpefHa3Ha4YeHa Ui obecrnedeHus
aHTHBHPYCHOH 3allUTel cepBepoB W APM mnonssoBareneit HUCIIun OOO
Canatopuii «L{enTpocoro3-KucmoBogck».

CpencTBa aHTUBHUPYCHOM 3alllUTBl INpeJHA3Ha4YeHBl I pealu3aluu
CNIeAYIOIUX (PYHKLHUHA:

—  PEe3UACHTHBIM aHTUBUPYCHBIH MOHUTOPHHT,

—  aHTHUBUPYCHOE CKaHHPOBaHUE;
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CKpUINT-6JIOKHPOBaHUE;

LIEHTPaJIM30BaHHYIO/y JaJIEeHHYIO YCTaHOBKY/IEUHCTAIUIALMIO aHTUBUPYCHOIO
NpOJYyKTa, HAcTpOiKy, aAMHUHHUCTPHPOBaHHE, IMPOCMOTP OTYETOB U
CTaTUCTHYECKO HH(pOopMalHK [0 paboTe NpOAYKTa,;

aBTOMAaTHU3UPOBaHHOE OOHOBJIEHUE aHTUBUPYCHEIX 6a3;

OrpaHMYEHHE IIpaB II0JNB30BATENs HAa OCTAHOBKY MCITOJNHSAEMBIX 3a/lauy M
H3MEHEHHMS] HACTPOEK aHTUBHPYCHOTO IIPOrpaMMHOro obecneueHus;
AaBTOMAaTHYECKHUH 3aIlyCK cpasy IOCJe 3arpy3KH ONepaloHHON CHCTEMEI.

IMoncucrema peanusyercs MyTeM BHEAPEHUS CIIELIMAIBHOTO aHTUBUPYCHOTO

nporpaMMHoro obecneuyenus Ha Bce sneMeHTs VCIT/IH.

IloncrucremMa MEXCETEBOT0 SKPAHUPOBAHHS

IlopcucreMa MeXCeTeBOIO SKpaHUPOBaHU MNpeaHasHa4uCHa OJId pealu3alnuu

ClIeyIOMUX (QyHKLHI:

¢unpTpanuy oTKpeITOrO U 3alKdpoBaHHOro (3aKphiToro) IP-tpaduxa;
(ukcanud BO BHYTPEHHMX IKypHajaX MHGOPMALMH O IPOXOJSIIEM
OTKPBITOM U 3aKpbIToM IP-Tpaduxke;

WICHTH(QUKAIUM U ayTeHTH(DHKALMIO afMHUHHCTPATOPA MEXCETEBOro 3KpaHa
NP €ro JIOKAIBHBIX 3allpocax Ha AOCTYII,

perucTpauMu BXoAa (BBIXOAA) aJAMMHHMCTPaTOpa MEXCETEBOTO 3KpaHa B
cucteMy (M3 CHCTeMBI) M60 3arpy3kM M MHHLHMANH3ALUM CHCTEMBI M ee
NPOrpaMMHOI0 OCTaHOBa;

KOHTPOJIsI LIeJIOCTHOCTH CBOE# ITPOrpaMMHO# U HHGOPMALIMOHHOM 4acTH;
(uIBTpanuK NaKeTOB CITyXKeGHBIX MPOTOKOJIOB, CIIYXAMIMX VIS THATHOCTUKH
H ynpaBJieHus paboTo# CeTeBBIX YCTPOUCTB;

$uIbTpauMK C yYeTOM BXOAHOTO M BHIXOHHOTO CETEBOro MHTepdeiica Kak
CPEICTBO NMPOBEPKH MOUIMHHOCTH CETEBBIX aIpeCOB;

PEruCTpalmy 1 y4cTa 3arnpamnBacMbIX CEpBUCOB IPHKIAAHOTO YPOBHH,
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—  OnoxupoBaHus NOCTyNa He MAEHTU(HUUMPOBAHHOTO OOBEKTAa MIM CyOBeKTa,
NOAJIMHHOCTE KOTOPOro IPY ayTeHTH(OUKAILNY He MOATBEPAUIACE, METOJAMH,

YCTOHYMBBIMU K IIEPEXBATY;

—  KOHTpPOJIS 33 CETEBOH aKTHBHOCTHIO NPHIIOKEHHH M OOHAPYKEHMs CETEBBIX

aTak.
ITopcucrema peaIU3yCTCA BHCAPCHHEM ImporpaMMHO-anIapaTHbIX

KOMITJICKCOB MEXCETEBOI'0 3KpaHHUPOBaHMs Ha I'PaHHULIE .HBC, KJIaCCOM He HHUXe 4.

IoncucremMa ananusa SalTHIITCHHOCTH
IToncucrema aHanusa 3allUIICHHOCTH, OOJI)KHA obecrieynBaTh BBIIBICHHUS

YS3BUMOCTEH, CBsI3aHHBIX ¢ ommOkamu B KoHburypanuu 1O UCTIIH, koTopkle
MOTYT OBITH HCIIO/Ib30BaHEI HAPYIIUTENEM AJIS pealn3aliy aTaky Ha CHCTEMY.
OyHKUHMOHAN TOJACHCTEMBI MOXET OBITh pealn30BaH IPOrPaMMHBIMH U

HnporpaMMHO-arnIiapaTHbIMHU CpEACTBaAMH.

IToncucremMa 0GHAPYKEHHS BTOPIKEHUMN

IMoncucrema obHapyxeHHs BTOpXEHHi, NOJKHA 00eCTeYUBaTh BBISBIECHHE
ceTeBeIX arak Ha anemeHTl HWCII[IlH nopxiioueHHBle K CETIM  OOLIero
TI0JIb30BaHUA U (WJIK) MeXIyHapOAHOro oOMeHa.

DyHKLIHOHAN TIOACUCTEMBI MOXET OBITH pealn30BaH INPOTPAMMHBIMH U

NporpaMMHO-almnapaTHbIMHU CpEACTBaMH.

IoacucreMa KpuntTorpadu4yeckoi 3alIUThI

TToncuctema kpuntorpadbuueckoil 3alUTH NpeIHa3HauYeHa ISl UCKITFOUEHUS
HC/I x 3amumaemoit ungopmanun B UCIIJTn OO0 Canartopuit «lleHTpocoros-
Kucnosozack», mpH ee nepefayy o KaHajaM CBS3H ceTel oOIIero mois30BaHUs U
(uu) MeXxTyHapogHOro oOMeHa.

IMoacucrema peanu3yeTcss BHEAPEHHUS KpUNTOrpagU4Yeckux IpOrpaMMHO-

arrapaTHbIX KOMIIJIEKCOB.
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S5.IHoaws3oBaTean UCIIIH

B IMonoxenun unbOpMaroHHONW 6e30MacHOCTH OINpeAeieHsl OCHOBHEIE
KaTeropu nmnoiye3oBateniell. Ha ocHOBaHMHM 3THX KaTeropuud HOOJKHA OBITH
npousBeneHa Tunu3auus mnonb3oBaTened VCII[H, omnpeaeneH HX YpoBeHb
IOCTYTa U BO3MOXXHOCTH.

B UCITOH OOO Canaropuii «LlenTpocoro3-KucioBoack» MOXKHO BBIAETHTD
clenylolyie rpynibl IONb30BaTelNeH, y‘IaCTB}’IOH.II/IX. B 00paboTKe U XpaHEHHH
I 1u:

Anmunvctpatopa MCIT Ix;

—  AaMuHHCTpaTopa 6€30macHOCTH;

—  Omnepatopa APM;

Haunple o0 rpymmax IoJb30BaTeNsX, YPOBHE MX [OCTyNa M
MH(QOPMHPOBAHHOCTH J0JDKEH OBITh OTpaXkeH B MaTpule A0cTyma Nojb30BaTeleit

K 3alHIIaeMbIM HHPOPMALIMOHHEIM PECYpPCaM.

Anmunuctparop YUCIIIH

Anmunuctparop MUCII[H, cotpymauk OOO Canaropuit «IleHTpocoros-
KucnoBonck», OTBETCTBEHHBIH 3a HACTPOiKY, BHEAPEHME W COMpPOBOXICHHE
UCTIdu. O6ecneunBaeT GyHKIHOHHPOBaHHE IOACUCTEMBI yIIPABICHHS JOCTYTIOM
VICTIIH v ymnomHOMOYEH OCYLIECTBIATh MNPENOCTAaBIEHHE M pa3rpaHHYEHHE
BoCTyna KoHeyHoro noss3oBatens (Omepatopa APM) k sneMeHTaM, XpaHAMIAM
[IepCOHAJIbHBIE JJaHHBIE.

Anvunuctparop HCII/IH obnamaer clnemyroludM YpOBHEM JOCTYHa M
3HaHMIA:

—  obnazaer noiHo# MH(OpPMaNMet 0 CHCTEMHOM U MPHKIAJHOM MPOrPaMMHOM
obecneuennu UCI1/Iy;

—  obnajaer monHOH MHQOPMALHEH O TEXHHYECKUX CPEACTBAX M KOHHIYpaLy
UCIIOxH;
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—  HMeeT JOCTYI KO BCEM TEXHMYECKUM CpeAcTBaM 00paboTku HHGOPMAUMH U

nauHeiM UCT1]IH;

— ofnagaer npaBaMH KOHQHI'YPUPOBaHHS H aAMHMHHMCTPATHBHOM HAaCTPOHKH

TexHuuyeckux cpencts UCIIOH.

AIMHHKCTpaTOp 0€30IIaCHOCTH

ApMuHHCTpaTop  0€30IacCHOCTH,  COTPYIHHK OO0 Canaropuii
«llenTtpocoro3-KucnoBonck», OoTBeTCTBeHHBINH 3a  (yHxunonuposanue C3I1[IH,
BKJIIOYas OOCHy)XHMBaHHE M HACTPOMKY aIMMHHCTPATHBHOM, CEpPBEPHOH U
KJIMEHTCKOH KOMITOHEHT.

AnMuHuCTpaTOop 6e30macHOCTH 00IafaeT CleNyIOIKM YPOBHEM JOCTYNa U
3HaHUM:

—  ofmanaer npaBamu Anmunuctparopa VICIIIy;

—  obnanaet nosHo# uHpopmanueit 06 VCI/Ty;

—  WMEET JOCTYIl K CPeACTBaM 3allyuThl MHQOPMALUK U MPOTOKOJUPOBAHMS K
4yacTH KiIroueBbIX aneMenToB UCIIIH;

AnMunKCcTpaTOp 6€30IacCHOCTH YIIONHOMOYEH:

—  peanu3oBBIBaTh TNONWUTHKU OesomacHocTy B wacTH Hactpoiiku CK3U,
MEXKCETEBBIX 3KPaHOB M CHCTEM OOHAapyXe€HHUS aTaK, B COOTBETCTBHH C
KOTOpeIMM Tosib30BaTens (Omepatop APM) mosyyaer BO3MOXHOCTD
pabotats ¢ anementamu UCI1/H;

—  OCYUIECTBIATH ayJJUT CPEACTB 3aIlUTH;

Onepatop APM

Onepatop APM, cotpyauuk OOO Canatopuii «Llentpocoros-Kucnosoznck»,
ocymectiustoumit o6paborky IT[Ju. O6pabotka IT[IH BKIIOYaET: BO3MOXHOCTb
npocmotpa I1/1H, pyunoit BBox I1Qu B cuctemy MCII/IH, dbopMupoBaHue crpaBoK
u ordetoB Mo uHpopmauuu, nomydeHHod us HCIIH. Onepatop He uMmeeT

TIOJITHOMOYHH JUIsl yTpaBleHUs noacucreMamu obpaborku faHHbIX ¥ C3I11H.
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Oneparop UCII[Ia obnanaer cinenyouuM YpOBHEM JOCTYIIa ¥ 3HAHUH:

— obmagaer BceMM HeoOXOmMMBIMU arpubyTaMu (HampuMmep, MapoyieM),

OGCCIIG‘-IPIBaIOH.II/IMI/I JOCTYII K HEKOTOPOMY NNOAMHOXKECTBY HHH,

—  pacnonaraeT KOH(QUAEHUHAIBHBIMU JaHHBIMH, K KOTOPEIM UMeeT JOCTYII.

-
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6.TpeboBanus k nepcoHaJy no oéecneyeHuro 3amutel IIIn

Bce corpymauku OOO  Camatopmit  «LlenTpocoro3-Kucmosomcky,
apnstominecss nonb3oBatenamMu  HICITJIH, HOMKHEI 4YeTKO 3HAaTB M CTPOro
BBINOJIHATE YCTaHOBJIEHHEIE NPaBUiIa U 0653aHHOCTH 10 AOCTYITY K 3aIHINAEMEIM
00BeKTaM U COOIOEHHIO IIPUHATOrO pesxuMa GesoracHocTy I1/IH.

Ilpy BCTynneHWM B JOMKHOCT HOBOTO COTPYAHHKA HEMOCPENCTBEHHEINH
HaYyaJbHUK MOJpPAa3fe/eHus], B KOTOpoe OH IOCTynaeT, 00s3aH OpraHU30BaTh €ro
O3HaKOMJIEHHE C JOJDKHOCTHOM MHCTPYKLHEH M HEOOXOOMMBIMHU JOKYMEHTaMH,
perjiaMeHTUpyoIUMHU TpeboBaHus o 3amure [1/IH, a Taxke 00yueHHE HaBBIKAM
BBIIIOJIHEHHUS TIPOLIEAY P, HEOOXOAUMBIX JUIS CAHKLIUOHHUPOBAHHOTO UCITOJIb30BaHHUA
NCI1H.

CoTpymHMK [OMKEeH OBITh O3HAKOMJEH CO CBEINEHMSAMM HacTOsIeH
IMonuTHky, NPUHATEIX NpoleRyp paboTs! ¢ 3neMentamu VICTT(u u C3I1/x.

CotpynHuku 000 CanaTopuii «Ilentpocoro3-KucnoBoack,
HCIIOJIB3YIOLINE TEXHUYECKHE CPEICTBA ayTeHTU(PHUKALMK, JOJKHEI 00eceunBaTh
COXPaHHOCTh MJAEHTH(HKATOPOB (DIEKTPOHHBIX Kiroueii) u He nonyckats HCJI k
HUM, & TaK >X€ BO3MOXXHOCThb UX YTE€pPH WJIHM UCIIONB30BAHUS TPETHHMH JIHLIAMH,
ITonp3oBaTenn HeCyT MNeEpPCOHAJIBHYIO OTBETCTBEHHOCTb 32 COXPAHHOCTD
UAEHTH(QHKATOPOB.

Cotpyanuku OOO Canaropuit «L{eHTpocor03-KHUCIIOBOACK»  IOOJKHEI
CIIeZIOBaTh YCTAHOBJIEHHBIM IpoLeAypaM INOANEp)KaHHS pexuMma 6e30macHOCTH
Il npu BbiGOpe ¥ HCHONB30BaHMM Hapojielt (eciM He HCHONB3YIOTCS
TEXHUYECKHE CPENCTBa Ay TEeHTU(UKALIUK).

Cotrpynuuku OOO Canaropuit «lleHTpocoro3-KucinoBoack» AOMKHBI
obecrieunBaTh HaJJIeXalllyl0 3alluTy oOopyHooBaHHSA, oOcCTaBiaseMoro 6e3
OPUCMOTpPa, OCOOEHHO B TEX CJIydasX, KOTAa B IIOMEILIEHUE HMEIOT JOCTYN
TIOCTOPOHHWE JMua. Bce mnojp3oBaTeNd JOMKHBI 3HATH TpebOBaHUS MO
Oeszomacnoctu [1J[H u mpouemyphl 3alMTEl 00OpYZOBAaHHS, OCTaBIEHHOro Oe3

IIPUCMOTPpAa, a TaKXXE CBOH 00s13aHHOCTH 110 00€CIeUeHHIO TaKO# 3aLUTHI.
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CotpynHvkaM 3ampellaercs yCTaHaBIWBATh IMOCTOPOHHEE MPOrPaMMHOE
obecrieueHue, MOAKIIOYATh JIHYHBIE MOOHIBHEIE YCTPOMCTBA W HOCHUTEIM
MHGOPMALH, a TaK XK€ 3alMChIBATh Ha HUX 3allHIIAeMYI0 HH()OPMALHIO.

CoTpynHukaM 3anpeliaeTcs pasriamarh 3alfilaeMylo HHGOPMALHIO,
KOTopas cTaja UM U3BeCTHa Ipu pabote ¢ uHGOpMALUOHHEIMH cucTeMaMu OO0
Canaropuit «{enTpocoro3-KucnoBoack», TpeTbuM JULAM.

Ilpu pabore ¢ IIJn B MUCIIH coTpyaHHMKM OO0 Canaropuit
«LlenTpocoro3-KucnoBoack» o00s3aHbl  0OecreYuTh OTCYTCTBME BO3MOXHOCTH
npocmotpa [T/]H TpeTbrMu nuamMu ¢ MOHUTOPOB APM MITH TepMUHAJIOB.

ITpu 3aBepiuenun pabotsl ¢ UCIIIH coTpyaHuku 06s3aHb! 3aMTuTs APM
MJIM TEPMHHAJIBI C TOMOIIBIO 6IOKMPOBKH KIIIOUOM HIIH SKBHBAJIEHTHOTO CPEACTBA
| KOHTpOJL, Hammp¥Mep, AOCTYIIOM IO IIapoJIlo, €ClIM He MCIOJNB3yIoTCs Gosee
CHJIBHBIE CPEICTBA 3aLIUTHI.

Cotpyauanxu OOO Canaropuit «LlenTpocoro3-KucnoBoack» NOMKHB GBITH
NpouH(GOPMHPOBaHEl 00 yrposax HapyuleHus pexuma 6Ge3omnacHocTH IIJIH u
OTBETCTBEHHOCTH 3a ero Hapymenue. OHH JOJKHBI OBITH O3HAKOMIIEHBI C
YTBEPXACHHOW  (OpManbHOM INpOLeNypOi  HANOXEHHS  AUCLMILIMHAPHBIX
B3bICKAHHWH HA COTPYJHHUKOB, KOTOpble HApYIUMJIM [PUHATHIE MOJIUTHKY U
npouenyps! 6e3onacHocta IT/IH.

Corpynnuxu o643aHb1 6€3 MpoMeieHus coo61aTh 060 Bcex HaBMogaeMbIX
U TIONO3PUTENBHBIX ciyyasx pabotel MUCIIJIH, Morymux mnosjieus 3a coboit
yrpossl GesomacHoctd II/JH, a Takke O BHISBIEHHBIX MMM COOBITHSX,
3aTparuBaiominx GeszonacHocts IIJIH, pyKOBOACTBY mNOApa3felieHUs W MLy,

OTBEHAIOWIEMY 32 HEMEUICHHOE pearupoBaHHe HA YIpO3bl 0e301macHOCTH HI[H

HosxHocTHBIE 06si3aHHOCTH Noab3oBaTeieit UCIIIn
HomkHocTHele  0oOs3aHHOCTH  monmb3oBateneit MCIIJIH  omucadsl B

CIIEAYIOIINX TOKYMEHTaX:
—  HHcrpyxuus agmubuctpatopa UCIIH;

—  Wuctpykums agmuHucTpaTopa GesonacHoctd UCIITH;
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—  HHctpyxius nons3osarens UCITIx;

—  MHCTpyKIus noabp30BaTeNs NpH BOSHUKHOBEHWH BHEIUTATHBIX CUTYalHii;

OTBeTCTBEHHOCTh COTPYAHHKOB
B cootsercTBHM cO cT. 24 DenepanbHoro 3akona Poccuiickoit ®enepaunu

ot 27 urona 2006 r. Ne 152-03 «O nmepcoHanbHBIX HaHHBIX» JIMLA, BUHOBHEIE B
HapyleHuu TpeboBanuii AaHHoro MemepanbHOrO 3aKOHA, HECYT IPaXIAHCKYIO,
YTOJIOBHYIO, aAMHHHUCTPATHBHYIO, AUCUMIUIMHAPHYIO H UHYIO MPENYCMOTPEHHYIO
3aKoHoJaTensCTBOM Poccuiickoit denepaniiv OTBETCTBEHHOCTb.

HelicTBylolliee 3aKkOHOAATENECTBO PP Mo3BONISET MpeABABIATE TpeGOBaHMs
no obecneyeHuro Oe3omacHoit pabGoTel ¢ 3ammuiaemMoit uHbopManueidl u
NpeXyCMaTPUBAET OTBETCTBEHHOCTh 32 HApylIEHHE YCTAaHOBJEHHBIX MPaBHII
skcmIyartauuu OBM H cHucTeM, HenpaBOMEPHBIH HOCTYN K HH(POPMALIMH, €CITH 3TH
JEeHCTBHA NMPUBEIH K YHUYTOXKEHHUIO, OIOKHPOBaHHUIO, MOAUGUKAIIMK HH(DOpMALIHH
WK HapylueHuto pabotel OBM unu ceteit (ctateu 272,273 u 274 VK PO).

Apvmunuctpatop MCII[lH u agMmuHUCTpaTop 6e€30mMacHOCTH  HeCyT
OTBETCTBEHHOCTbD 3a BCE ACHCTBHS, COBEpPIICHHBIE OT UMEHH UX YUETHBIX 3alHceil
WIM  CHCTEMHBIX  y4YeTHBIX  3amucell, ecid  He  JokazaH  (akT
HECaHKI[HOHMPOBAHHOTI'O UCIIOJIb30BaHHUS YUETHBIX 3alIUCeH.

IIpuy napymenussx corpyaaukamu OOQO Canatopuit  «LleHTpocoros-
KucnoBoack» — nosns3opateneit UCITH npaBui, CBA3aHHBIX C 0€30MaCHOCTHIO
IIlH, oOHM HecyT OTBETCTBEHHOCTb, YCTAaHOBJIEHHYIO  JIeHCTBYIOLIMM
3akoHOJaTenbCcTBOM Poccuiickoit ®eneparyu.

IIpuBeneHHsble BhilIe TpeOOBaHUS HOPMATHUBHBIX JOKYMEHTOB IO 3allUTe
HHpOpMaLUH JOJKHB! OBITh oTpakeHbl B ITonoxenusx o noapasaenenusix OO0
Canaropmii «LleHtpocoro3-KucnoBozick», ocyiiecTistomux obpaborky I1]H B
UCTIJH W [OOMKHOCTHBIX MHCTpyKUMAx cotpyaHukoB OOO Canatopuit

«lentpocoro3-Kucnosoack».



Heobxozumo BHectu B IlomoxkeHus o monpasnenenusx OOO Canatopuit
«llentpocoro3-KucnoBoack», ocymecteusaommx obpa6orky IT1[Im B MCII[n
CBEJICHHsI 00 OTBETCTBEHHOCTM WX pYKOBOAMTENEH M COTPYOHHMKOB 34
pasriaimieHHe M HEeCaHKUHOHMPOBaHHYI0  MOAMUGHKAUHMIO  (HCKaXeHHe,
danscuduxanmo) I1/I1, a TakixKe 3a HelmpaBOMEpHOe BMELIATENBCTBO B MPOLIECCH]

MX aBTOMaTH3HPOBaHHON 06paboTku.
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7.CIHCOK HCNOJIL30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-NIPAaBOBLIMH H METOAHYECKHMH
AOKYMEHTaMH, Ha KOTOPbIX 6a3upyercs HacTrosiwmas IlonnTnka, aBnsiores:
®Denepanbubii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHalbHBIX
naHHbIX» (nanee — @3 «O mnepcoHaNbHBIX MHAHHBIXY»), YCTaHABIMBAIOLIHI
OCHOBHBIC TNPUHLMINBI KU YycinoBus obpaborku I1[H, mnpaBa, 006s3aHHOCTH H

OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX ¢ 0OpaboTtkoit [1/1H.

«TpeboBaHMs K 3alllUTe IEPCOHANBHBIX MAAHHBIX NpH UX 00paboTke B
MHPOPMALIMOHHEIX ~ CHCTEMaX  MEepPCOHANBHBIX  JAHHBIX»,  YTBEPXKAEHHOE

ITocranosnenuem IIpaBurensctea PO ot 01.11.2012 . Ne 1119.

«Ilonoxenne o6 ocobeHHOCTIX O0OpabOTKM MEpCOHANBHBIX JNAHHBIX,
OCYLIECTBIIEMON 0e3 UCIONb30BaHUA CPEACTB aBTOMAaTH3aLUK», YTBEPXIECHHOE

IToctanosnenunem IIpaBurensctea PO ot 15.09.2008 r. Ne 687.

«TpeboBaHUS K  MaTepHaIBHBIM  HOCHUTENAM  OHOMETPUYECKHX
NEePCOHANBHBIX JAaHHBIX M TEXHONOTHSM XpaHeHHs TaKUX JaHHBIX BHE
MHPOPMALMOHHBIX ~ CHCTEM  [ePCOHANBHBIX  JAaHHBIX»,  yTBEPXKAEHHEIE

IToctanoBnennem IlpaBurensctBa P® ot 06.07.2008 r. Ne 512.

HopmaruBHO-MeToAMYeckue poKyMeHTsl DepnepanbHOM CiiyxOBI IO
TEXHMYECKOMY M 3KCIepTHOMY KoHTpoimo Poccuiickoit ®expepauuu (nanee -
®CTIK Poccun) no obecneuenuro 6ezomacnoctd IIJIH mpu ux obpaboTke B
NUCTIH:

bazoBas Mogzens yrpo3 6e30macHOCTH MNEepPCOHANBHBIX MAaHHBIX IPU HX
obpaboTke B MH(GOPMAIMOHHBIX CHCTEMaX IePCOHANBHBIX NAaHHBIX, YTB. 3aM.
mupektopa ®CTOK Poccun 15.02.08 r.



MeTtoanka onieHkn yrpo3 6ezonacuocts uHpopmaruu, y8. ®CTIK Poccun

05.02.21r.

[Tpuxaz @CTOK Poccun Ne 21 ot 18 despans 2013 roga «O6 yTBepskaeHUHN
CocraBa u cosiepkaHMsl OpPraHU3allMOHHBIX U TEXHHYECKMX Mep IM0 0becreyeH IO
0e30MacHOCTH NMEPCOHATBHBIX MAHHBIX IPH HX obpabotke B HH(DOPMAILIMOHHBIX

CUCTEMaX INEPCOHAIBHBIX TaHHBIX».

[Ipuxas ®enepanbHoil ciyx0Obl Ge3omacHoct Poccuiickoli @eepanuu ot
10 wmions 2014 r. N 378 «O6 yrBepikmenun CoctaBa W COAepKaHMS
OpraHM3alMOHHBIX M TEXHHYECKMX Mep 10 oOecrnedeHHI0 6e30MacHOCTH
MEePCOHANBHBIX [aHHBIX IpU HMX 00paboTke B HH(MOPMALMOHHBLIX CHCTEMAaX
MEPCOHANIBHBIX TAHHBIX C MCIIOIB30BAHHUEM CPEACTB KPUNTOrpaduuyecKoil 3aluThl
MH(OPMaLKK, HEOOXOAUMBIX /I BBIIOJHEHHUS YCTAHOBICHHBIX [IpaBUTENbCTROM
Poccuiickoit ®enepauun TpeOGoBaHMI K 3allMTe IMEPCOHANBHBIX MAHHBIX JUIS

KaxKaoro m3 ypOBHeﬁ 3allUIIEHHOCTH).

Benywuii unxenep ACY C.A. Aramansan



