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OIIPEJAEJEHUA

B HacrosieM MOKYMEHTE WCIIONB3YIOTCS CIACAYIOINAE TEPMUHBI U WX
OTIpEe/ICTICHHUSI.

ABTOMATH3MPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSIIAs U3 MEpcoHaNa U
KOMIUIEKCA CPEJCTB aBTOMATH3AlUU €T0 JACATEIHHOCTH, peau3yrolas nHpopma-
IIMOHHYIO TEXHOJIOTHIO BBHITTOJIHEHHS YCTAHOBJICHHBIX (DYHKIIHA.

AyTeHTH(UKANMSA OTHPABUTEISI JAHHBIX — [TOATBEPIKICHHUE TOTO, YTO OT-
MIPaBUTENh TIOTYYCHHBIX TAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHocTh NEPCOHANBHBIX JAHHBIX — COCTOSHHUE 3allUIIEHHOCTH
MEPCOHANBHBIX  JIaHHBIX, XapaKTepu3yeMoe CIIOCOOHOCThIO  TOJH30BATENEH,
TEXHHYECKUX  CPEACTB M  WH(MOPMAIMOHHBIX  TEXHOJOTUH  OOECICUUTh
KOH(PHUICHITUAITBHOCTb, IEIOCTHOCTh U JAOCTYITHOCTh TEPCOHAIBHBIX TAHHBIX TPU
X 00paboTKe B MH()DOPMAIIMOHHBIX CHCTEMAaX MEPCOHABHBIX JTaHHBIX.

Buomerpuyeckne mepcoHabHbIe JaHHbIE — CBEIEHUSA, KOTOpbIE
XapaKkTepU3yOT (PU3NOIIOTHUECKNE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBUTH €T0 JUYHOCTbH, BKJIOYas (Gororpaduu, OTIEUaTKH TAIbIIEB,
o0pa3 ceTuaTKH Tjla3a, OCOOCHHOCTHM CTPOCHHS Tela W JAPYTylH0 TOJ00HYIO
UH(pOpMaIHIO.

BiokupoBanue mnepcoHAJIBLHBIX JAAHHBIX — BPEMEHHOE MpEKpaIieHue
00pabOTKM MEPCOHAJIbHBIX JaHHBIX (32 MCKIIOUYEHHEM CIIydaeB, eciii o0paboTka
He0oOXoaMMa JIJIsl yTOYHEHUS TIEPCOHATBHBIX JTaHHBIX ).

Bupyc (koMnbOTEepHBbIH, IPOrPAMMHBbINH) — UCIIOIHAEMBIN TPOTPAMMHBIII
KOJ WJIA MHTEPIPETUPYEMBbI HAOOp MHCTPYKIMH, OOJIaaroIInii CBOWCTBAMU HE-
CaHKIIMOHUPOBAHHOTO PACIpPOCTpaHEHUs] U caMoBocnpousBeneHus. CoznaHHbIE
TyOJIMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCET/Ia COBMAJAIOT C OPUTUHAIIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JANbHEHIIIEMY PaclpOCTPAHEHUIO H CAMOBOCIIPOM3BE/IC-

HHIO.



BpenonocHasi nporpamMmma — nporpaMma, rnpeaHa3HayeHHas Jyisi OCyIIeCTB-
JICHUS HECAHKIMOHWPOBAHHOTO JOCTyIa W (WJIM) BO3JCUCTBUS HA MEPCOHAIbHBIC
JAHHBIE WJIK pecypchl UHPOPMAITMOHHONW CUCTEMbI ITEPCOHATBHBIX JTAHHBIX.

BcnomoraresibHbIe TEXHUYECKHE CPeICTBA M CHCTEMbl — TEXHUYECKUE
CpEJICTBA M CUCTEMBI, HE TIPEHA3HAUYCHHBIC IS Nepeayd, 0OpabOTKH U XpaHEHHUS
NEPCOHATBHBIX JAAHHBIX, YCTAaHABIMBAEMbIE COBMECTHO C TEXHUYECKHUMHU CPEJNICT-
BaMH M CHCTEMaMH, MPETHA3HAUYCHHBIMU I 00paOOTKU MEPCOHATBHBIX JaHHBIX
WIM B TIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI MH()OPMAIMOHHBIE CHUCTEMBI TEPCO-
HaJbHBIX JAaHHBIX.

JloctTyn B oOmnepamuoOHHYI0 Ccpely KoMIblTepa (MH(OPMAINUOHHOM
CHCTEeMbl NEPCOHAJBHBIX [JAHHBIX) — TMOJyYECHHE BO3MOXKHOCTH 3allycKa Ha
BBITIOJIHEHUE INTaTHBIX KOMaHJ, (YHKIMN, TpOLEAyp OIEpaliOHHON CHUCTEMBI
(YHUYTOXKEHUSI, KOMUPOBAHUS, TEPEMEICHUsT ¢ T.IL), HCIOJHAEMBIX (ailioB
NPUKITAIHBIX POTPAMM.

Hoctyn k mHGopMamum — BO3MOXKHOCTh TOJy4eHHsT MH(POPMAIUU U €€ HC-
MOJIb30BAHUSI.

3ak/aiouHOe YCTPOMCTBO — 3JIEMEHT CPEJICTBA CheMa MH(OPMALIUH, CKPHITHO
BHENIpSEMbIN  (3aK/Ia/IbIBAEMbIA WM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheMa
uH(opMaluu (B TOM YHCIIE B OTPXJCHUE, KOHCTPYKIIMIO, 000pYI0BaHHE, MPEIMEThI
MHTEphEpa, TPAHCIOPTHBIE CPEACTBA, a TAKKE B TEXHUUYECKUE CPEJCTBA U CHCTEMBI
00paboTKN HHPOPMAIIHH).

3amumaemass uHpopmanus — uHGOpMAIMS, SBISIOMIASCS MPEAMETOM COO-
CTBEHHOCTH W TIOJJIC)KAIasi 3allluTe B COOTBETCTBUM C TPEOOBAaHWSMH TPABOBBIX
JIOKYMEHTOB WJIU TPEOOBAHUSIMH, YCTaHABIMBAEMBIMI COOCTBEHHIKOM MH(DOPMAIIUH.

NnenTndukanus — nprcBoeHHe cyObeKTaM M OOBbEKTaM AOCTyIa WACHTH-
¢ukatopa u (WIKM) CpaBHEHHE TMPEABSIBISIEMOTO WACHTU(UKATOPA C TIEPEUHEM

IMPHUCBOCHHBIX I/IJICHTI/I(bI/IKaTOPOB.



NHpopMaTHBHBIM CHTHAJ — JJIEKTPUYECKHAE CUTHAJIBI, aKyCTUYECKHUE, JJIEK-
TPOMAarHUTHbIE U Jpyrve (U3MYECKHe MO, MO MapameTpaM KOTOPbIX MOXKET ObITh
packpbiTa KoH(MUACHIMaIbHAS HHpOopMaIus (IepCOHATBHBIC JTAHHBIE) 00pabaThiBacMast
B MH(OPMAIMOHHOM CHCTEME MEPCOHATIBHBIX TAHHBIX.

NudopmanuonHble TEXHOJOTHM — TIPOLIECCHI, METOJIBI TOMCKA, cOOpa, Xpa-
HEHHUS, OOpaOOTKH, TPEIOCTABICHHS, PACHpOCTpaHeHHsT HHMOpPMAIMKM W CIOCOOBI
OCYIIECTBICHUS TAKUX MPOLECCOB U METOJIOB.

Nudopmanuonnass cucremMa mnepcoHadbHbIX MaHHbIXx (UCIIAn) -—
COBOKYITHOCTh COJEp)KaIUXCs B 0a3ax JJaHHBIX MEPCOHANBHBIX JaHHBIX H
00ecneurBaIUX UX 00paboTKy MH(OPMALMOHHBIX TEXHOJOTUH U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHne MePCOHANBHBIX JaHHBIX — JEHCTBUS (omeparuu) c
NEPCOHATBHBIMU JaHHBIMH, COBEpIIAEMbIE ONEPATOPOM B IEISIX MPUHATHS
pEIICHU WM COBEPIICHUS HWHBIX JEHCTBUN, MOPOXKAAIOMIMX IOPUIUIECKUE
MOCJICJICTBAS. B OTHOIICHUH CYOBEKTa MEPCOHANBHBIX NAHHBIX WU JPYTUX JIHII
7100 MHBIM 00pa30M 3aTparvBalONIUX MpaBa U CBOOOMBI CYOBEKTa MEPCOHATBHBIX
JTAHHBIX WIH JIPYTUX JIAII.

Hcrounuk yrpo3sl 6e3onacHocTH HHPOPMAIMU — CyOBEKT JOCTYyIa, MaTe-
pUATBHBIA OOBEKT WM (PU3MYECKOE SIBIICHUE, SBISFOLIMECS MPHIMHON BOSHUKHOBEHUS
yIpo3bl 0€30MaCHOCTH MH(OPMAIUH.

Kontpoaupyemasi 30Ha — mpocTpaHCTBO (TEppUTOpHS], 3/IaHUE, YacTh 31aHMS,
MOMEIIEHNE), B KOTOPOM HCKITFOYEHO HEKOHTPOJIMpYyeMoe IMpeObIBaHUE MOCTOPOHHUX
JIVIII, @ TAKXKE TPAHCTIOPTHBIX, TEXHMUECKUX M MHBIX MaTEPUATIBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHATBHBIX [JaHHBIX — 00s3aTeNbHOE IS
COOJTIOJICHHST OTIEPATOPOM HJIM MHBIM TIOMYYMBILINM JOCTYT K TEPCOHATBHBIM JITAHHBIM
JUIIOM TpeOOBaHHE HE JOMyCKaTh KX pachpocTpaHeHWe Oe3 coracus CyObeKTa

INECPCOHAJIbHBIX JAHHBIX WM HATAYMS HHOI'O 3aKOHHOI'O OCHOBAHMS.



Me:xceTeBOM IKPaH — JIOKAILHOE (OJJHOKOMIIOHEHTHOE) WK (DYHKIIMOHATBHO-
pacrpeielIeHHOe MporpaMMHOE  (TIPOrpaMMHO-AIIApaTHOE) CPECTBO  (KOMILIEKC),
peau3yroliee KOHTPOIIb 32 HHGOPMALIMEH, OCTYTAoIIEH B THPOPMAIIMOHHYIO CUCTEMY
MIEPCOHATBHBIX JJAHHBIX U (UJIH) BBIXOASAIICH U3 UH(OPMAIIMOHHON CUCTEMBI.

Hapymuresnn 6e30macHOCTH MEePCOHAIBHBIX JaHHBIX — (QU3UYECKOE JIUIIO,
CITy4aiHO WJTM MpeTHAMEPEHHO COBEPIIIAIOIIEE ACHCTBUS, CIIEICTBUEM KOTOPBIX SBJISIETCS
HapylIieHne Oe30IMacHOCTH TEPCOHANIBHBIX JAHHBIX MPU UX OOpabOTKe TEeXHUYECKUMU
CpelcTBaMH B MH(POPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBanHasi o0padoTKa NMePCOHATbHBIX AAHHBIX —
00pa0oTKa MEepCOHANBHBIX JAaHHBIX, COACPKAIIUXCSI B MHPOPMAILIMOHHOW CUCTEME
NEPCOHANBHBIX JIAaHHBIX JMOO W3BJICYCHHBIX W3 TaKOW CHCTEMBI, CUHUTACTCS
OCYULIECTBIECHHOM 0e3 UCIIOJIb30BaHUS CpEICTB aBTOMAaTH3AINN
(HEeaBTOMATU3WPOBAHHOM ), €CIIM TaKUE JEHCTBUSA C MEPCOHATBHBIMU JAHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, PaCHpOCTpaHEHUE, YHUYTOXKEHUE TEePCOHAIBHBIX
JAHHBIX B OTHOIICHWUU KaXJOT0 U3 CYOBEKTOB TIEPCOHATBHBIX JaHHBIX,
OCYIIECTBIISIOTCS IPU HEMOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBanHble BO3MOMKHOCTH — (DYHKIIMOHATBHBIE BO3MOKHOCTH
CPEICTB BBIYMCIMTEIBHOM TEXHUKH, HE OINMCAHHBIE WJIM HE COOTBETCTBYIOLIME
OTMCaHHBIM B JOKYMEHTAIIMH, MPU HCIOJIB30BAHUN KOTOPHIX BO3MOKHO HApYIICHHUE
KOH(HUICHIIMATBHOCTH, JIOCTYIIHOCTH WM IIEJIOCTHOCTU 00pabaThiBaeMOM  HH-
dhopmanum.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHbIE IEHCTBUA) —
J0CTyn K MH(OPMAITMK WM JCHCTBUS ¢ MH(GOpPMAIWEH, HapyIIAoIUe MpaBriia pas-
IPaHUYEHUsT JOCTylla C HCIOJb30BAHMEM IUTATHBIX CPENCTB, MPEIOCTABISEMbIX
WH(GOPMAIMOHHBIMU CHCTEMaMHU MIEPCOHAIBHBIX JJAHHBIX.

Hocurenb uadopmanum — GpusndecKoe IO WM MaTepUaIbHBIA OOBEKT, B

TOM YUCIIC (I)I/IBI/I‘ICCKOG I10JIE, B KOTOPOM I/IH(bOpMaIII/ISI Haxo4guT CBOC OTPAXKCHUC B BUJIC



CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U POLIECCOB, KOTMYECTBEHHBIX
XapaKTepUCTUK (HU3NUYECKUX BEITUUYMH.

O0e3nunBaHue NEPCOHAJIBHBIX [AHHBIX — JCHCTBUS, B pe3yJbTare
KOTOPBIX CTAaHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJb30BaHUS JIOMOJHUTEIBHON
UHGOPMAIIIH ONPEACIUTD NMPUHAIC)KHOCTh IEPCOHATBHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY MEePCOHANBHBIX JJAHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JIF000E JECTBUE (OTepanus) WIH
COBOKYITHOCTh ACHCTBHI (omepaluii), COBEpIIAEMbIX C MCIOJIb30BAHUEM CPEJICTB
aBTOMAaTH3alUi WM 0O€3 HCIOJIb30BAHUS TaKUX CPEACTB C NEPCOHAIbHBIMU
JAHHBIMU, BKJIIOYas cOOp, 3alUCh, CUCTEMATH3alMI0, HAKOIUICHUE, XpaHEHUue,
yTouHeHue (OOHOBJIEHHE, MU3MEHEHME), WU3BJICUYCHHME, HCIIOJIb30BaHUE, Mepeaady
(pactpocTpaHeHue, MpeaocTaBiIeHUe, AOCTYI), O0e3IMuuBaHue, OJIOKUPOBAHUE,
yAalleHue, yHUUTOKEHUE TIEPCOHATBHBIX JaHHBIX.

OOmenocTynHble NMepCcOHANbHbIE JAHHbIE — MIEPCOHANILHBIE JIAHHBIE,
JOCTYI HEOTPAaHWUYEHHOTO Kpyra JIMIl K KOTOPbIM MPEIOCTaBJIEH C cOrjacus
CyOBeKTa TMEepCOHAIBHBIX JAaHHBIX WIM Ha KOTOPbIE B COOTBETCTBHUH C
dbenepaabHBIMU  3aKOHAMU HE paclpocTpaHsieTcsi TpeOoBaHUE COOJIOICHUS
KOH(pHMIEHIINATBHOCTH.

Onepatop (nmepcoHAJBHBIX JTAaHHBIX) — TOCYJIapCTBEHHBIN OpraH,
MYHULIMIAIBHBIN OpraH, IOpUandeckoe Wik (U3UYECKOe JIUIO0, CAMOCTOSITEIHLHO
WIK COBMECTHO C JPYTUMH JIMIIAMH OPTaHM3YyIONIMEe U (WIM) OCYIIECTBIISIONINE
00pabOTKy MEepPCOHAIBHBIX JAHHBIX, a TaKXKe OMpeNesiouue Heau o0paboTKu
MEPCOHANILHBIX JIAHHBIX, COCTaB MEPCOHAIBHBIX JAHHBIX, TOIJISKAINUX 00paboTKe,
NeNcTBUSA (OMepaliu), COBEPIIAEMBIE C IEPCOHAIIBHBIMU JTAHHBIMHU.

Texnuveckue cpeacrsa HHGPOPMAUMOHHON CHCTEMBI NEPCOHAIbHBIX
JAHHBIX — CPENCTBA BHIYHCIUTEIBHON TEXHUKH, MH(MOPMAIIMOHHO-BBIUUCIUTEIIHHBIC
KOMITIEKCBI M CETH, CPEJICTBA U CUCTEMBI TIepeiauH, mpuema u oopadorku [1/1x (cpencrea

N CHUCTCMbl 3BYKO3aIIMCH, 3BYKOYCHWJICHMA, 3BYKOBOCIIPOU3BCICHUSA, TIICPCTOBOPHLIC U



TEJIEBU3MOHHBIE YCTPOIMCTBA, CPEACTBA M3TOTOBIICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
Jpyrre TEXHUUECKHE CPEICTBA 00PabOTKH peueBoi, Tpauiueckoii, BUIEO- U OyKBEHHO-
dpoBoil nHbOpMaIK), MPorpaMMHbIE CPEICTBA (OIEPAIIMOHHBIE CHCTEMBI, CUCTEMBI
yhpaBjieHust 0a3amMH JaHHBIX M T.I1.), CPEJICTBA 3aIUThl MH(OPMAIHHY, TPUMEHSIEMbIE B
MH()OPMAIMOHHBIX CUCTEMAX.

IlepexBar (uHopmManmu) — HenmpaBOMEpHOE MOJIydeHHEe WHGOpMAIUU C
MCIIOJIb30BaHUEM TEXHHYECKOTO CpEICTBa, OCYUIECTBISAIONIEIO OOHapy>KeHHUE,
nmpueM u 00paboTKy HHGOPMATHBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — J1I00ass MHPOpPMaLMs, OTHOCAIIAACA K IMPSMO
WIM KOCBEHHO ONPEJCICHHOMY WU ONpeAensieMoMy (PU3NYECKOMY JIHILY
(cyOBeKTy mepCOHAIbHBIX JAHHBIX);

Ilo0o4HBbIe  3JJIEKTPOMATHUTHBbIE  M3Jy4YeHH W HABOAKH  —
AIEKTPOMArHUTHBIE M3JIYYCHHS] TEXHUUYECKHUX CPEACTB OOpabOTKM 3aluiaeMoin
uHpOpMAlMM, BO3HUKAIONIME Kak MOOOYHOE SBJICEHUE U  BbI3BAHHBIC
ANEKTPUYECKUMU CUTHAJIAMU, TCUCTBYIOIIMMH B UX JIEKTPUUCCKUX M MAarHUTHBIX
IEMAX, a TAKXKE AIEKTPOMAarHUTHBIE HABOJKU ATHX CUTHAJIOB HAa TOKOMPOBOSIINE
JUHUH, KOHCTPYKITUHU U TICTIN TUTAHMSL.

IonuTKa  «YHUCTOr0  CTOJAA» —  KOMIUIEKC  OpPraHU3alMOHHBIX
MEPOIPUATUN, KOHTPOJUPYIOIIMX OTCYTCTBHE 3allUChIBaHUS Ha OyMa)KHbIe
HOCUTENW KIIIO4Yel u aTpuOyTOB nocTymna (mapoJie) W XpaHEHUs] MX BOJIM3HU
00BEKTOB JIOCTYIIA.

IMoab3oBaTe b HHPOPMAUMOHHOM CHCTEMBbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, YydYacTByromee B (YHKIMOHUPOBAHMHM HWH(DOPMAITMOHHONW CHCTEMBI
MEPCOHATBHBIX JAHHBIX WM UCTIONB3YIOIIEe PE3yIbTaThl €€ (PyHKIIMOHUPOBAHMUS.

IIpaBuiia pasrpaHMyeHusi J10CTYyNAa — COBOKYITHOCTh MPABUJII, PErJIaMEHTH -
PYIOIIUX MpaBa JA0CTyIa CyOBEKTOB I0CTyIa K 00BEKTaM J0CTYIIA.

IIporpammuas 3aKJiaaKa — KOoJ IPOrpaMMbl, IPeTHAMEPEHHO BHECEHHBIN B

nporpaMmy C HOCJIbKO OCYHICCTBUTL YTCUKY, H3BMCHUTD, 6J'IOKI/IpOBaTB, YHHUYTOXHUTD



10

MH(POPMAIIMIO UM YHUUYTOXKUTH U MOJU(PUIIMPOBATH IPOrpaMMHOE 0OecrieueHue
WH()OPMAITMOHHONW CUCTEMBI TIEPCOHAIBHBIX NTAHHBIX W (WiIH) OJOKWPOBAThH ara-
paTHbIE CPECTBA.

IIporpamMHoe  (mporpaMmMHO-MaTeMaTH4yeckoe)  BO3JaelcTBHE  —
HECAHKIMOHUPOBAHHOE  BO3JICMCTBME HA  PECYpPChl  aBTOMATU3UPOBAHHOMN
MH(GOPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C HCIIOJIb30BAaHUEM BPEIOHOCHBIX
MIPOrpamM.

PackpbiTHEe NEpPCOHANBHBIX [JAHHBIX — YMBIIUJIEHHOE WK CIIy4alHOE
HapylieHue KOHPUACHIIUATbHOCTU MEPCOHANIbHBIX JTaHHBIX.

PacnpocTpaHeHne nepcoHAJbHBIX TAHHBIX — JCHCTBUS, HANpPABJICHHBIC
Ha PacCKphITUE TIEPCOHATBHBIX JIAHHBIX HEONPEACICHHOMY KPYTY JIMII.

Pecypc nH(pOpMaIMOHHOI CHCTEMbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
PUKJIIATHOTO WIn arrapaTHoOro oOecrieyeHust (bYHKIIMOHUPOBAHUS
MH(OPMAIIIOHHOW CUCTEMBL.

CneunajnbHble KATErOPUM MEPCOHATIBHBIX JAHHBIX — IEPCOHAIbHBIC
JAHHBIE, KAacalolIUeCs] PaCOBOM, HAIMOHAIBLHON MPUHAJJIEAKHOCTH, MOJIUTUIECKUX
B3IJISIJIOB, PEIUTHUO3HBIX WIH (PUIOCOPCKUX YOCKIACHUM, COCTOSHUS 370POBbS U
MHTUMHOM KM3HU CYOBEKTa IEPCOHAIBHBIX JAHHBIX.

CpeacrBa BBIYUCIUTEIbHOM TEXHUKH — COBOKYITHOCTh IMPOTPaMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpabOTKM JAaHHBIX, CHOCOOHBIX (DYHKIMOHMPOBATH
CaMOCTOSITEJIHO UJIM B COCTaBE IPYTHX CUCTEM.

CyObekT nocryna (cy0ObeKT) — JIMIO WM MPOILIECC, JEHUCTBUSI KOTOPOTO per-
JTAMEHTHUPYIOTCS TPaBUJIaMH pPa3rpaHUYCHUS JOCTYTIA.

TexHuuyeckuil KaHaJ YyTeYKH UH(OPMALMU — COBOKYITHOCTb HOCUTENISI MH-
(dopmatmu  (cpeactBa 00pabOTKHM), (U3MUECKON Ccpelpl pacnpocTpaHeHus: HHMOp-
MaTUBHOT'O CUTHAJIA U CPE/ICTB, KOTOPHIMH JOOBIBACTCS 3alliMIiaeMasi HH(popMaIus.

TpancrpanuyHas mnepejgadya MEPCOHANBHBLIX JaHHBIX — Tiepegada

MIEPCOHAIBHBIX  JAaHHBIX ONEpPaTOpoM uepe3 ['ocymapCTBEHHYHO TpaHUIY
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Poccniickoit  ®depepanum  Opraly  BJIACTM  MHOCTPAHHOTO  TOCYJAapCTBa,
buznyeCKOMY WIH IOPUINYECKOMY JIUIy HHOCTPAHHOTO FOCYAapCTBa.

Yrpo3bl 6e301aCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYTHOCTb YCIIOBUI 1
(akTOpOB, CO3AIOIIMX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YKCIIE CIY4aiHOTrO,
JIOCTyTIa K NIEPCOHATIBHBIM JaHHBIM, PE3YJIETATOM KOTOPOTO MOXKET CTaTh YHUUYTOKEHUE,
U3MEHEHHUE, OJIOKMPOBAaHUE, KOITMPOBAHNE, PACIIPOCTPAHEHHE TIEPCOHATBHBIX JTAHHBIX, a
TaKKe MHBIX HECAHKIIMOHMPOBAHHBIX JISHCTBUI TIPU X 00pabOTKe B MH()OPMAIIOHHON
CHCTEME NIEPCOHAIBHBIX JTAHHBIX.

YHuUYTOKEHNE NEPCOHAJBHBIX [JAHHBIX — JEHCTBUA, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOYKHBIM BOCCTAHOBUTBH COJIEP/KaHHE MEPCOHATBHBIX
JaHHBIX B MH(MOPMALIMOHHOM CHCTEME NEPCOHAJIBHBIX JaHHBIX W (WJIM) B
pe3ynibTaTe KOTOPBIX YHHUYTOXKAIOTCS MaTepHUANIbHbIE HOCUTEIU MEePCOHATbHBIX
JTAHHBIX.

Yreuka (BamumaemMoil) uHGOpMaANMU MO TEXHHYECKHM KaHAJaM —
HEKOHTPOJIMPYEMOE PacIpocTpaHeHHe HH(QOPMALIUKA OT HOCUTEIS 3alluiaeMon UHGOp-
MaluMu 4Yepe3 (PU3MYECKYI0 Cpely OO0 TEXHHUYECKOrO CpPE/ICTBA, OCYILECTBIISIOLIETO
nepexsaTr HHPOpPMaLUH.

Ys3BUMOCTB — C1a00CTh B CPEICTBAX 3ALIUTHI, KOTOPYIO MOXKHO HCIOJIB30BATh
JUTSL HApYIIEHHS CUCTEMBI WM COJIeprKalLieiicsl B Hel nH(opMalui.

HesocTHOCTh MH(pOPMAIUM — CIIOCOOHOCTH CPE/ICTBA BBIUMCIUTEIBHON TEX-
HHMKU WM aBTOMaTU3MPOBAHHONW CHCTEMBI 00ECTIeUNBaTh HEM3MEHHOCTh HH(OpMAIU B

YCIOBHSX CITYYalHOTO W/WITU MPETHAMEPEHHOTO UCKaKEHUS (pa3pyLICHHMS]).
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OBO3HAYEHHUA U COKPALLIEHUSA

ABC — aHTUBHPYCHBIE CPECTBA

APM — aBTOMaTH3HPOBAHHOE paboyee MECTO

BTCC — BcnoMoraTenbHble TEXHUUYECKUE CPEICTBA U CUCTEMBI
NCTIn — nadopmaliioHHasi cuCTeMa MepPCOHATBHBIX TAHHBIX
Wb — undopmarrionHast 6e30macHOCTb

K3 — konTponmupyemas 30Ha

JIBC — nokasibHast BBIMUCIUTENbHAS CETh

MD — MexceTeBoi IKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYI

OC — oneparioHHast cucTeMa

I1/IH — nepcoHaJIbHBIE JaHHbIE

IIMB — nporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOE obecrieueHue

[IBDMUH — no6ounble 31eKTpOMarHUTHbIE U3TyUEHHUS U HABOJIKU
CA3 — cucrema aHanu3a 3alMILIEHHOCTH

C3U — cpeacTra 3amuThl “HPOPMAIUU

C3I1dH — cuctema (moacucreMa) 3aliuThl IEPCOHABHBIX JTAHHBIX
COB — cucrema oOHapyXeHUsI BTOPKEHUN

TKYU — TexHuueckre kKaHabl yTeUKH HH(GOPMAIIU

VYBII/IH — yrpo3sl 6€30MacHOCTH EPCOHATLHBIX JAHHBIX
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BBEJIEHUE

Hacrosiee Ilonoxenue wHboOpMaliMoHHONW 0€30MacHOCTH B OOIIECTBE C
OTPAaHWYEHHONW OTBETCTBEHHOCTHIO Canartopuit  «llenTpocoro3-KucnoBoack»
(manee mo Texkcry — OOO Canaropuit «llerTpocoro3-KucioBoack»), siBiasercs
opUIMAIBHBIM JOKYMEHTOM, B KOTOPOM OINpEJAeJIeHa CHUCTeMa B3IJIAJIOB Ha
obecnieuenne mHdopmanronHou Oe3omacHoctTn OO0 Canatopuii «lleHTpOCOorO3-
Kucmaosoack».

HeoOxomumocts paspabotku [lonoxenus oOycioBiIeHa CTPEMHUTEIbHBIM
pacmpeHueM chepbl MPUMEHEHUs HOBEHUIINX WH(GOPMAIIMOHHBIX TEXHOJOTUHA U
nporieccoB B OOO Canaropuii «llentpocoro3-KucnoBoack», mpu oO6paboTke
nH(popMaIu BooOIIIe, U MEPCOHATBHBIX TAHHBIX B YACTHOCTHU.

Hacrosimiee [lonoxenue omnpenenser OCHOBHbIE LIENIM M 3aJlayd, a TaKkKe
OOIIlyI0 CTpaTeruio IOCTPOCHUS CHUCTEMBl 3alllUTHl TEPCOHAIBHBIX JIAHHBIX
(C3I1In) OO0 Canaropuii «IlenTpocoro3-KucnoBoack». ITonoxenue onpenenser
OCHOBHbIE TpeOOBaHUSI M 0a30BbIE MOJXOJbI K UX peau3alliu, sl JOCTHKECHUS
TpeObyeMoro ypoBHS 0€301acHOCTH WH(GOPMAIIHIH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBHM C CHUCTEMHBIM IOJXOJOM K
obecnieueHuto  uHpopManroHHo  Oe3zomacHocTd.  CHCTEMHBIM  TOAXOM
MpeanoyiiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPOMNPUSATUM,  BKIHOYAIOIIUX
UCCIeIoBaHrEe Yrpo3 MHGOPMAIIMOHHONW O€30MacHOCTH UM pa3pabOTKy CHUCTEMBI
sammuThl  [I[lH, ¢ MO3WMIMM KOMIUIEKCHOTO TIPUMEHEHMsS TEeXHUYECKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aIUTHI.

[Ton mabopManmonHon Ge3omnacHocThio I1/[H MOHMMAaeTCs 3alUIEeHHOCTh
MEPCOHANILHBIX JTaHHBIX M 00pabaThiBaONIe WX HHPPACTPYKTYype OT JIHOOBIX
CIIyYalHbIX WJIM 3JIOHAMEPEHHBIX BO3JCHUCTBUHU, PE3YJIBTATOM KOTOPBIX MOXKET
SBUTHCSI HaHEeCeHHe ymiepba camoi uHbopmaluu, ee BiaaenblaMm (CyObekTam

[1/1H) nnu uHdpacTpykType. 3agadyn HHPOPMALIMOHHON 0€30MaCHOCTH CBOASTCS K
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MUHUMU3AIUKU yiiepda OT BO3MOXKHOU peanu3anuu yrpo3 OezomacHoctu I1J[H, a
TaK)Ke K TPOTHO3UPOBAHUIO U TIPEIOTBPAIICHUIO TAKUX BO3ICHCTBUH.

[TomoxxeHue  CIYy>KUT  OCHOBOM  JuIsi  pa3pabOTKM  KOMILIEKCa
OpPTaHU3allMOHHBIX W TEXHUYECKUX Mep M0 oOecredeHuo HWH(POPMaIMOHHOM
o6ezonmacHoctu  OOO  Canatopuii  «llentpocoro3-KucnoBoack», a  Takxke
HOPMATHUBHBIX U METOJIWYECKUX JTOKYMEHTOB, 0OCCIICUMBAIOIINX €€ peaTn3alluio,
W HE TMpeanojiaraeT MOAMEHbl (DYHKIIMI TOCYJIapCTBEHHBIX OPTaHOB BIACTH
Poccuiickoit  ®enepanuu, OTBeHAlOUX 3a obOecredeHue  0e30MacCHOCTH
WH()OPMAITMOHHBIX TEXHOJIOTHH U 3aITUTy WH(pOpMaIuy.

ITonoxxeHue SBIISIETCS METOIOJIOTHYSCKON OCHOBOM JIJIA:
*  (¢opMHupOBaHUS W TPOBEICHUS CIUHOW TOJHUTHKUA B OOJACTH OOECIICUCHHS

6e3onacHoctu OO0 Canatopuii «I{enTpocoro3-KuciaoBoack»;

*  TIPUHATHUS YNPABJICHUYECKHX PEIICHHH W Pa3pabOTKU MPAKTUYECKUX MEpP IO
BOIUIONIEHUIO MOJMUTUKUA Oe3omacHocTu [I/lH u BbIpabOTKH KOMIUIEKCA,
COTJIaCOBAaHHBIX ~MEP  HOPMATHBHO-TIPABOBOTO,  TEXHOJOTHYECKOTO U
OpraHU3alMOHHO-TEXHUYECKOTO XapaKTepa, HAMpaBJIECHHBIX HA BBHISBIICHUE,
OTpaXCHUE W JIMKBHJAIMIO TIOCIEACTBUH pealM3allii Pa3jIMYHBIX BHUIOB
yrpo3 I1/1H;

*  KOOpJHWHAILINM JEATEIbHOCTU CTPYKTYpHbIX noApazaeneHuit OO0 Canaropuit
«llentpocoro3-KucinoBoack» mnpu mpoBeaeHHH padbOT MO Pa3BUTHIO U
skcrmyatarun - MCIT[In ¢ coOmiomenueM  TpeboBaHMii  oOecriedeHus
oe3onacuoctu [1/]H;

*  pa3pabOTKM  TPENIOKEHUH IO  COBEPUICHCTBOBAHWUIO  IPABOBOTO,
HOPMAaTHBHOTO, METOJAMYECKOT0, TEXHUYECKOTO ¢ OpPraHU3aIlMOHHOTO
obecnieuenusi OezomacHoctn I[Jln B UHCIIJn OOO Canartopwii

«HGHTpOCOIO?)-KI/ICJIOBOI[CK».
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[IpaBoBoif 06a3zoi s pa3padOTKKM HACTOSIIETO TOJIOKEHUSI CIy>KaT
TpeOOBaHMs JEHCTBYIOMUX B Poccum 3aKOHOMATENBHBIX W HOPMATHBHBIX

JOKYMEHTOB 110 00ecreyeHn o 0e30MacHOCTH NepcoHaIbHbIX JaHHBIX (I1IH).
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1 OOume moJoKeHus

C3II[dn mnpencraBiasieT co0O COBOKYMHOCTh OpPraHU3ALMOHHBIX U TEX-
HUYECKUX MEpONpUATHM s 3amuThl [I/[H OT HEmMpaBOMEPHOrO WK CIIYyYailHOTO
J0CTyNa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMPOBAHHUSA, KOMUPOBAHUS, pac-
npoctpaneHus [1/1H, a Takke MHBIX HEIPABOMEPHBIX IEUCTBUM C HUMMU.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTHTAETCS IMYyTEM HCKIIOYEHUS
HECAHKIMOHUPOBAHHOIO, B TOM YHCII€ CIy4YailHOTO, JOCTYNAa K MEPCOHAIbHBIM
JaHHBIM, PE3YJbTATOM KOTOPOIO MOXET CTaTh YHUYTOXXEHUE, H3MEHEHUE,
OJI0KUpOBaHUE, KOMUPOBAHUE, PACIIPOCTPAHEHUE TTEPCOHAIBHBIX JAaHHBIX, & TAKXKe
MHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM.

Ctpyktrypa, CcOCTaB W  OCHOBHbIE  (DYHKIIMM  TEXHUYECKUX U
opranu3auuoHHbIx Meponpustuid C3II[IH ompenenstorcs ucxoAs W3 ypPOBHS
samumieHHocTy  (kinacca) MCII[H, yCTaHOBJIEHHOTO B  COOTBETCTBHUU C
tpeboBanusimu [locranoBienust [IpaButensctBa Ne 1119 ot 1 Hos6pst 2012 1.,
npukaza @CTIOK Poccun Ne 17 ot 11 despans 2013 r., mpukaza OCTIOK
Poccum Ne 21 ot 18 deBpans 2013 r., a Takke B COOTBETCTBUH C TPEOOBAHHUSIMU
[Toctanosnenust I[IpaBurensctBa Poccuiickoit ®eneparuu Ne 687  «O06
yTBepxkieHuu [lonoxxennus 00 0cCOOEHHOCTSIX 00pabOTKH MEPCOHANbHBIX JaHHBIX,
OCYILIECTBIISIEMON 0€3 HCmoyib30BaHusl CcpeAcTB aBToMmartuzamumy. C3I1/1n
BKJIFOYAET OpPraHU3allMOHHbBIE MEpbl W TEXHUYECKUE CpPEIACTBA  3aLUTHI
uHpopmanuu (B ToM uucie mupoBaibHble (KpunrTorpaduyeckue) CpeacTBa,
CpeAcTBa  MPEAOTBPAIlCHUSI  HECAHKUIMOHUPOBAHHOTO  JIOCTyIa,  yTEUKHU
uHGOPMAIIMH 110 TEXHUYECKUM KaHallaM, IPOrPaMMHO-TEXHUYECKUX BO3/ICUCTBUIM
Ha TEXHWYECKHEe cpeacTtBa oOpaborku I[IJlH), a Takke WCHIONB3yeMbIe B

uH()OPMAITMOHHON cucTeMe MH(DOPMAITMOHHBIE TEXHOJIOTHH.
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OTH Mephl IPU3BaHbl 00ECIEUNTD:

* KOH(MUIEHUUATBLHOCTh, HWHGMOpMaIUU (3alUTa OT HECAaHKIHOHWPOBAHHOTO
03HAKOMJICHUS ),

* IeJOCTHOCTh  HMH(pOpMammu  (aKTyadbHOCTh W HENPOTUBOPEUYUBOCTD
uHbOpMaIK, €€ 3alIUIICHHOCTh OT Pa3pyllIeHUs U HECAHKIIMOHWPOBAHHOTO
W3MEHEHHUS);

* JIOCTYIIHOCTb MH(pOpManuH (BO3MOXKHOCTb 3a IPHUEMIIEMOE BPEMs MOIYUYHUTh

TpeOdyemMyto HHPOPMAITMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIOYAIOT:

*  TpeaNpoeKTHAas CTaaus, BKJIIOYAIOIIAs MPEINpOeKTHOE O00CieoBaHNe
NCIIdH, pa3paboTKy TEXHHYECKOTO (4aCTHOTO TEXHUYECKOI0) 3aJ]aHUs Ha €€
CO3/IaHMUE;

*  CTaaus MPOEKTUPOBaHUS (pa3padOTKU MPOEKTOB) U pean3allii Mep 3alUThl
C3I1dH;

*  craaus BBoja B xaericteue C3II/[H, BKItOYaromas ONbITHYIO 3KCIUTyaTalUo U
MPUEMO-C/IaTOYHBIE HCIIBITAHUSA CPEICTB 3alUThl MH(OPMALIMH, a TaKKe

orieHKy cooTBeTcTBUs C3II/IH TpeboBanusiM O6e30macHOCTH HH(DOpMAIUH.

OpraHu3alMoHHbIE MEpbl MPEAYCMATPUBAIOT CO3JAaHUE M NOJAJEpKAHHE
npaBoBoil 0a3bl Oe3zomacHocty II[IH u pa3paboTky (BBeleHUE B JIEUCTBHE)
npeaycMoTpeHHbix [lonutukoit unHdpopmarnmonnoit 6e3onacHoctu  UCII/In
CIEAYIOUIUX OPraHU3alMOHHO-PACTIOPAIUTENbHBIX JOKYMEHTOB:
 Ilman MepompusTuii o obOecmedeHnto 3amuThl [1/{H mpu ux ob6paboTke B

NCIIdx;

*  Ilman meponpusTHii Mo KOHTPOJIIO odecreueHus 3amuthl [1/1H;
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*  Tlopsnok pesepBupoBanus U BocctaHoBieHus padorocnocooHoctu TC u 10,

6a3 manneix U C3U;

*  JomxHoctHast uHCTpyKius agmuuuctpatopa MCII[IH B yactu obecrieyeHus

oe3onacHoctu [1JIn npu ux od6padotke B UCIIH;

*  JlomxHOCTHAst MHCTpYKUUA aaMuHuctpaTopa 6ezonacHoctu MCII/H;

*  JlomkHocTtHas uHCTpykuusi monb3oBatens MCII[n B wactu olecnedenus

6e3onacHoctu [1/]n mpu nx obpadotke B UCII/IH;

° I/IHCTPYKHI/ISI Ha cnyqaﬁ BO3HMKHOBEHHMS BHEIITAaTHOMN CUTyalluu,

*  HHcrpykuus mo pasMmelieHuro, o0OpyJOBaHUIO M OXpaHEe MOMEIICHHM, rae
XpaHATCSI IEPCOHANIbHBIE JaHHbIE, 0 XPAHEHUIO MEPCOHAIBHBIX JAHHBIX Ha
OyMaXKHBIX HOCUTEJSX U MOPSAAKY pabOThl UCIOJHUTENEH C EPCOHATbHBIMU

JaHHBIMHU Ha 6YMa}KHBIX HOCHUTCIIAX I/IH(I)OpMaIII/II/I.

Texauueckre Mepshl 3alIUTHI PEATU3YIOTCS TP TTOMOIIY COOTBETCTBYIOITUX
MPOTrPAMMHO-TEXHUYECKUX CPEJICTB U METOOB 3aIIHTHI.

[Tepeyerpr HEOOXOAMMBIX MEp 3alIUTHI WH(OpPMAIUK ONPEACNICTCS I10
pesynbTatam BHyTpeHHed mpoBepku OeszomacHoctrn UCII[a OOO Canatopuit

«LIGHTpOCOIOS-KI/ICJ'IOBOJICK».
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2 3apaum C3I1/In

OcnoBnoil nenbto C3I1/IH siBsieTcs MUHUMU3aLUs yuiepOa OT BO3ZMOXHOM

peanuzaiuu yrpo3 6ezomacHoctu [1/1H.

s mocTHKeHHMST OCHOBHOM Ieinu cucTtema Oe3omacHoctu [IJIH momxHa

obecnieunBaTh 3PGHEeKTUBHOE pElIEHUE CASTYIONINX 3a/1ay:

3allUTy OT BMemareiabcTBa B mpouecc (yHkunonupoBanus MCII/In
MOCTOPOHHUX JHI[ (BO3MOXKHOCTh Hcnosnb3oBanusi MCII[IH u moctyn k ee
pecypcaM JOJDKHBI HMMETh TOJBKO 3apETrMCTPUPOBAHHBIE YCTaHOBJIECHHBIM
MOPSAKOM TOJIb30BaTEINHN );

pasrpaHWYEHHE  JOCTyINla  3apErMCTPUPOBAHHBIX  TIOJIB30BATENEd K
anmnapaTtHbIM, MNPOrpaMMHBIM M UHGopManroHHbIM pecypcam HWCIIAH
(BO3MOXHOCTb JIOCTyIa TOJBKO K TEM pecypcaMm U BBINOJIHEHUS TOJIBKO TE€X
ornepanuii ¢ HHUMH, KOTOpbIe HEOOXOJMMBI KOHKPETHBIM IOJIb30BATENISIM
WCTI/Ix anst BBIMOTHEHUS CBOMX CITY>KEOHBIX 00s13aHHOCTEH), TO €CTh 3alUTY
OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA:

Kk uHopmanuu, mupkynupyromieit B UCIT/In;

cpeactBaM BerunciuTenbHOM TexHuku UCII/IH;

anmapaTHbIM, MPOrPAMMHBIM U KpPUNTOTpaQUUECKUM CpEJICTBAM 3alllUThl,
ucnonabszyembiM B UCIT/IH;

PErUCTpaluIo JACHUCTBUM MOJIb30BATENEH MPU HCHOJIB30BAHUM 3AIIUIIAEMbIX
pecypcoB MCII/IH B CHCTEMHBIX >KypHallaXx M IEPUOJUYECKUN KOHTPOJb
KOPPEKTHOCTH  JCHUCTBUUA  TMOJIb30BATEIEH CUCTEMBl IIyTEM  aHaiau3a
COAEPKUMOTO ITUX KYPHAJIOB;

KOHTpPOJIb 1[EJIOCTHOCTH (0OecreyeHrne HEM3MEHHOCTH) Cpelbl MCIIOTHEHUS

nporpaMm 1 €€ BOCCTAHOBJICHUC B CIIy4dC HAPYIICHU A,
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3alUTy OT HECAHKIIMOHUPOBAHHONW MOAM(UKAIIMU U KOHTPOJb LEIOCTHOCTH
ucnosibzyeMbix B UCIT/IH nmporpaMMHBIX CPEJICTB, a TAKXKE 3alIUTy CUCTEMBI
OT BHEIPEHUSI HECAHKIIHOHUPOBAHHBIX MTPOrPaMM;

sanmuTy IIJ[H OT yTeuku Mo TEXHHMYECKMM KaHallaM Tpu ee o0paboTke,
XPaHEHHH U IIepe1ade Mo KaHAIaM CBSI3H;

samuty [IJ[H, XpaHumoii, oOpabaThiBaeMON U MeperaBacMOi MO KaHalam
CBSI3H, OT HECAHKIIMOHUPOBAHHOT'O PA3TJIAIICHUS I UCKAKEHUS;
oOecrieyeHUEe  JKUBYYECTH  KPHUNTOTPAPUUYECKUX  CPEACTB  3allMThI
uH(OpMAIUU TIPU KOMIIPOMETAIIMN YaCTH KITFOYEBON CHCTEMBI;
CBOEBPEMEHHOE BBISBICHUE MCTOYHUKOB yrpo3 Oe3omacHoctu [1JIH, mpuunH
U YCIOBUM, CIOCOOCTBYIOIIMX HaHeceHUto yiepba cyonrexkrtam [1/]H,
CO3/IJaHHE MEXaHW3Ma ONEePATUBHOTO pearupoBaHUs HA YTPO3bl OE30MACHOCTH
[IJIH 1 HeraTUBHBIC TCHICHIIUH;

CO37laHME YCIIOBUU JIJIi MUHMMH3AIMN U JIOKAJIM3AIMK HAHOCUMOTO yiepoa
HEMIPAaBOMEPHBIMU  JIEUCTBUSIMU ~ (DU3MYECKUX W IOPUIWYECKUX  JIUII,
ocjla0JieHre HEraTUBHOIO BIMSHUS W JTUKBUAALMS MOCIEICTBUN HAPYIICHUS
oe3omacuoctu [1/1H;

000pyI0BaHUE U OXpaHa MOMEIIECHUH, TJIe XPaHSATCS MEPCOHANIbHbIC TAHHBIE;
coOJIIOICHUE TIOpsIIKA XPAaHEHWs IEePCOHATBHBIX JaHHBIX Ha OyMa)KHBIX
HOCHUTEJISIX;

coOJIroICHUE MOpPsJIKa XpaHEeHUs KIII0Yel OT moMelneHun, rae xpausares [1/1x
Ha OyMa)XHBIX HOCUTEIISX;

coOJIr0IcHUE TIOPsIAKA PAOOTHI UCTIOTHUTENEH C TEPCOHATBLHBIMU JAHHBIMUA HA

OyMaKHBIX HOCUTENSX UH(POPMAIIHH.
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3 OO0BbeKTHI 3aIUTHI

Ilepeyenb HHPOPMALMOHHBIX CHCTEM
B OOO Canatopuii «llenTpocoro3-KucnoBoack» npousBoautcs oopaboTka

NEPCOHAJBHBIX JaHHBIX B MHGOPMAIIMOHHON cucTeMe 00pabOTKH MEepPCOHATBHBIX
nanubix (UCII/In).
[Tepeuenr WCIIJIH ompenmensercs B mpolecce padOThl KOMUCCHH, 10

uToram padboT KoTopoil coctarisiercs akT kiaccudukanuu UCIH.

IlepeyeHb 00bEKTOB 3aALIUTHI
OObexkTaMu 3allIUThI ABJSAOTCS — HH(popMmanus, oopadateiBaemas B UCII/H,

U TEXHUYECKHE CpencTtBa ee o0paboTku W 3amuTbl. CHUCOK TMEePCOHATBHBIX
JNAHHBIX, TOJJIeKAIIME 3alluTe, omnpeacsieH B llepeuHe NmepCOHANBHBIX JaHHBIX,
noanexanux 3amure B UCIT/IH.

OOBEKTHI 3allIUThI BKIIIO4YAIOT:

*  OO6pabareiBaeMas uHPOpMAITHS.

*  TexHomornyeckas HHPOPMAIIHS.

*  IIporpammHO-TeXHUYECKHE CpPEACTBA OOPAOOTKH.

*  Cpeactsa 3amuTsl [1J]H.

«  Kananber undopmaniionHoro oOMeHa v TeIEKOMMYHUKAIIHH.

*  OOBEKTHI ¥ IOMEIIEHUS, B KOTOPHIX pasMenieHbl kommoHeHTsl UCIT/IH.
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4 Kuaaccupuxanus nogas3osaresneit UCILIx

ITonb3oBarenem NCIIOn SIBIIAETCS JINLIO, Y4acCTBYIOILLIEE B
(GYHKIMOHUPOBAaHUU WH(OPMAIMOHHOW CHCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
UCHoJib3ytoniee pe3ysbrathl ee (yHkiuonupoBanus. [lonwszoBarenem WCIIAH
apisgercss Mool corpynHuk OOO Canaropuit  «LleHTpocoro3-KucnoBoack»,
nmeronui poctyn Kk MUCIIIH u ee pecypcaM B COOTBETCTBHUU C YCTaHOBIICHHBIM
HOPSAJIKOM, B COOTBETCTBUU C €r0 (yHKIIMOHATBHBIMHU O00S3aHHOCTSIMHU.
[Tonb3oBatenu UCII/{H nenarcs Ha TpU OCHOBHBIE KaTE€rOPHUU:

AnmuHKMCTpaTOp MHPOPMAIIMOHHOM 6€30aCHOCTH.

Corpynaukun OOO Canaropuii  «llenTpocoro3-KucinoBoack», KOTOpbIe
3aHUMAIOTCSI ~ HACTPOMKOM, BHEAPEHWEM U  CONPOBOXKIAECHHUEM  CHCTEM
6e3onacHoctu. Aqmunucrpatop Ub obnagaer cienytonmM ypoBHEM JOCTYIIA:

*  obmazaeTr noJHOW MH(OPMAIMEN O CUCTEMHOM U MPUKIIAIHOM NPOrPAMMHOM

obecnieuennu UCII/IH;
*  oOnagaeT moJiHOM MH(pOpPMAIMEN 0 TEXHUYECKUX CPEACTBAX U KOHGUTYpalun
NCTIH;
*  HWMEEeT JOCTYN KO BCEM TEXHHYECKHM CpeACTBaM 00pabOoTKu MH(MOpMALUU U
nanabiM MCII/IH;
*  He 00namaer mpaBaMHu KOH(QUTYPHUPOBAHUS M aJMUHUCTPATUBHONW HACTPONKHU
texHuueckux cpeacts UCII/IH.
Anmvunuctparop UCI/IH.
Corpynnuku OOO Canaropuii  «l{eHTpocoro3-KucinoBoack», KOTOpPbIE
3aHUMAIOTCS COMPOBOXKICHHUEM MPOTPAMMHOT0 00ECIIEUECHHS.
Anmunuctpatop UCIIJIH o6nagaeT cienyonmM ypoBHEM JOCTYIIA:
* obOnmamaer wuHpoOpManMer 00 ajropuTMax U TporpaMmax 00paboTKu

unpopmanuu Ha UCII/IH;
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o0jazaeT  BO3MOMKHOCTSIMA  BHECEHHMsSI OLIMOOK, HEJEKJIapUPOBAHHBIX
BO3MOKHOCTEH, MPOrPaMMHBIX 3aKJIaJOK, BpPEJOHOCHBIX TIpOTpamMM B
nporpammHoe ob0ecrieuenue MCII/IH Ha cranuu ee pa3paOOTKU, BHEAPEHUS U
COIIPOBOX/ICHUS;

MOXXET pacmojararh J0bMH (parMeHTaMu HHPOpPMAIUA O TOIOJIOTHH
UCII[IlH u TexHWYecKux cpeacTtBax oOpaborku u 3ammrtel  [1/]H,
obpabateiBaembix B UCII/IH;

oOnamaeT mpaBaMu KOH(PHUTYpUPOBAHHUA U aJIMUHUCTPATUBHON HACTPONKHU
texHnueckux cpencts UCII/IH.

Omneparop UCIT/IH.

Corpynuuku noapazaeneaniit OO0 Canatopuii «LlenTpocoro3-KucioBoack»

yuacTBytonmx B mnporecce skcrutyatauuu MCIIn. Onepatop UCII/In obnanaer

CJEYIOIMM YPOBHEM JOCTYMA:

obOyamaeT BCEeMH HEOOXOIWMBIMH aTpulOyTaMu (HampuMmep, Mapojem),

00ecCIeynBaIUMU JIOCTYT K HEKOTOpoMy noAamMHoxecTBy [1/1H;

paciojaaract KOH(l)I/II[GHHHaJIBHBIMI/I JaHHBbIMHU, K KOTOPBIM UMCCT OOCTYII.
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5 OcHOBHbBIC IPUHUMIIBI MOCTPOCHHUS CHCTEMbI KOMILIEKCHOM 321U ThI
uHpopManun

[Toctpoenue cucremnl obecrnieuenust 6e3onacHoctu [IJln UCITn OOO
Canaropuit «llenTpocoro3-KucnoBoack» u ee (yHKIHMOHUPOBAHUE JOJIKHBI

OCYHMCCTBIIATHCA B COOTBCTCTBHUH CO CICAYIOIIMMHU OCHOBHBIMU ITPHHIIUIIAMMU

*  3aKOHHOCTB;

*  CHCTEMHOCTB;

*  KOMIUIEKCHOCTb;

*  HENPEpPBIBHOCTH;

*  CBOEBPEMEHHOCTb;

*  IPEEMCTBEHHOCTb U HENPEPBIBHOCTH COBEPIICHCTBOBAHUS;
*  MEPCOHAIbHAS OTBETCTBEHHOCTH;

*  MHUHUMH3ALHUS IOTHOMOYHIA;

*  B3aUMOJICHCTBUE U COTPYAHUYECTBO;

*  THOKOCTh CHCTEMbI 3aIllUTHI;

*  OTKPBITOCTh AITOPUTMOB U MEXAHU3MOB 3aIUTHI;

*  MPOCTOTAa IPUMEHEHHUS CPEACTB 3AIIUTHI;

*  HayyHass 00OCHOBAHHOCTb M TEXHHUECKasl PEan3yeMOCTh;
*  CHeuuagu3anus U NpopecCuoHalN3M;

e 00s13aTeNBHOCTh KOHTPOJIS.

3aKOHHOCTH
[Ipeanonaraer OCYIIECTBICHUE 3alllMTHBIX MEPONPUIATHA W pa3pabOTKy

C3II[In OO0 Canaropuit «lleHTpocor03-KHCIOBOACK» B COOTBETCTBUM C

JCHUCTBYIONIUM 3aKOHOJATENbCTBOM B oOnactu 3ammtel [/l w  apyrux
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HOPMATUBHBIX aKTOB IO 0E€30MaCHOCTH WH(OpMAIINK, YTBEPKIACHHBIX OpraHamMu
roCyJJapCTBEHHOW BJIACTH U yIPABJICHUA B Mpeiesiax X KOMIIETCHIIUY.

[Tons3oBatenmn u obOcmyxkuBatromuii nepcoran I[I[Jn UCIIIa OOO
Canatopuii «IlenTpocoro3-KuciaoBoack» AOMKHBI ObITh OCBEJOMIICHBI O MOPSIKE
paboTel ¢ 3amuiiaeMoil mHGopmaimein U1 00 OTBETCTBEHHOCTH 3a HapylICHHE
nopsaka 3amutel [T1H.

CucreMHOCTD
Cucremnbii  monxon k mnoctpoenuto C3I[[In  OOO  Canaropuii

«llentpocoro3-KucimoBoack» mpeamonaraer yd4eT BCEX  B3aMMOCBS3aHHBIX,
B3aMMOJICHCTBYIOIUX W H3MEHSIONIMXCS BO BPEMEHH DJJIEMEHTOB, YCJIOBHUH U
(hakTOpOB, CYIIECTBEHHO 3HAYMMBIX [IJI1 TOHUMAHHMS M PELICHUs] MPOOJIEMBI
obecrieuenust O6e3zonacHoctu [[Jln UCII[a OOO Canaropwmii «lleHTpocoros-
KucnoBoack».

[Ipy co3maHWM CUCTEMBI 3aIUTHI JTOJDKHBI YYHTHIBATBHCS BCE CiaOble W
HamOoJiee ys3BUMBIE MecTa cucTteMbl o0Opabotku II/[H, a Takke xapakrep,
BO3MOJKHBIC OOBEKTHI U HANPABJICHHUS aTaK HA CUCTEMY CO CTOPOHBI HAPYIIUTEIICH
(ocobeHHO BBICOKOKBaJTU(DUITMPOBAHHBIX 3JI0YMBIITUICHHUKOB), My TH
MIPOHUKHOBEHUs B pacnupeneneHHble cucteMbl 1 HCJl k mndopmamuu. Cucrema
3aIUTHl JIOJKHA CTPOMTHCS C YYE€TOM HE TOJIBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBeHUs: 1 HCJI x nH(pOpMaIum, HO U C y9eTOM BO3MOKHOCTH TOSIBIICHUS

MPUHITUITHATBHO HOBBIX IyTEH peanu3aiuu yrpo3 0€30MacHOCTH.

KoMIuiekcHOCTD
KoMmiekcHOe MCIoJIb30BaHME METOJIOB U CPEACTB 3AIUTHI MPEANoaract

COIJIACOBAHHOE NPUMEHEHUE PA3HOPOIHBIX CPEJICTB IPU IOCTPOCHUU LEIOCTHOU
CUCTEMBbI 3alllUThI, TMEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBbIC) KaHAJIbI
peanu3aluu yrpo3 U He cojepaimieid ciaadblX MECT Ha CThIKaX OT/ACJIbHBIX €€

KOMIIOHCHTOB.
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3amura A0HKHA CTPOUTHCS AIISIOHUPOBAHO. [ KaX/I0ro KaHajla yTeuKu
uHbOpMallMl W I8 KaXIOW yrpo3sl 0€30MacHOCTH JOJDKHO CYIIECTBOBAThH
HECKOJIBKO 3alUTHBIX pyOexeil. Co3aHue 3aluTHRIX pyOexkeil OCyIeCTBISETCS C
Y4E€TOM TOTO, YTOOBI JJIi UX IPEOJOJIEHUS MOTEHUUAIBbHOMY 3JI0YMBIIIJICHHUKY
TpeOoBanuCh MPO(EeCcCHOHAIbHbIE HABBIKM B HECKOJIBKHX HEB3aUMOCBSI3aHHBIX
o0nacrsx.

Buemnss 3ammrta gomkHa oOecneduMBaThbes (DU3MYECKUMHU CPEACTBAMH,
OpPraHM3allMOHHBIMU U TPaBOBbIMH Mepamu. OJHUM U3 Hauboliee YKpEeIJICHHbIX
pyOexell mpu3BaHbl ObITh CPEJCTBA KPUMITOTpa()PUUECKON 3aIMThI, PEAIU30BAHHbBIE
¢ wucnonb3oBanueM TexHosorun VPN. IlpukimagHod ypOBEHb  3alllUTHI,
YUUTBHIBAIOIIUA OCOOEHHOCTH MPEIMETHON 001acTH, MPEACTABISIET BHYTPEHHUMN
PyOEK 3aITUTHI.

HenpepbiBHOCTB 3a1uuThl 11/1H
3ammra [I/[H — He pa3oBoe MeEpONpHUATHE U HE MPOCTass COBOKYITHOCTH

IIPOBEICHHBIX MEPONPUATUNA U YCTAHOBIICHHBIX CPEJICTB 3aLUThI, @ HEPEPHIBHBIN
LEJICHANIPABIICHHBIA MPOILECC, MNPEANOJaraloluid MPUHATHE COOTBETCTBYIOLIUX
Mep Ha Bcex 3tanax xku3HeHHoro uukia MCITIH.

NCIIH nomKHbI HaXOAUTHCSA B 3aLIMIIEHHOM COCTOSIHUM Ha MPOTSKEHUU
BCEro BpeMeHM uX (YHKIMOHUPOBaHUS. B cOOTBETCTBUM C 3THUM HPHUHIIUIIOM
JIOJDKHBI NPUHUMATBCS Mepbl 1o HepomyuieHuto nepexoga MWCII[a B
HE3aLIUIIEHHOE COCTOSIHUE.

BoapmMHCTBY (PU3MYECKUX M TEXHUYECKUX CPEICTB  3alUTHI IS
3(()EKTUBHOTO  BBINOJHEHUST CBOMX (YHKUMA HEOOXOJMMa IOCTOSHHAs
TEXHHAYECKas U OpraHU3alOHHAs (amIMUHHUCTpATUBHASA) MOAICpIKKa
(cBOEBpeMeHHasi CMEHAa U O0ECIedYeHHE MPaBUIBHOTO XPAHEHHS] U MPUMEHEHHUS
MMEH, MapoJiel, KIoYel MmudpoBaHus, NEpeorpeaesieHne MOTHOMOYUN U T.IL.).
[lepeppiBbI B paboTe CpeacTB 3allUThl MOTYT OBITb  HCIOJIb30BaHbI

3JIOYMBIIIJICHHUKAMHU JUJIA aHalin3a IMPHUMCHACMBIX MCTOAOB W CPCACTB 3alIWTHI,
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JUISL BHEAPEHUS CIIEUMAIBbHBIX MPOTPAMMHBIX U allapaTHBIX '3aKJIAJ0K" U IPYTUX
CPEACTB  IIPEOAOJIECHHsS] CUCTEMBl  3alUTBl  IIOCJIE  BOCCTAHOBIICHHS €€

(GyHKIMOHUPOBAHUS.

CBOEBpEMEHHOCTD
[Ipeanonaraer ymnpexmaroIvi XapakTep Mep oOecredeHUs 0e30MacHOCTH

I1JIH, TO ecTh MOCTAHOBKY 3aj1a4 no komruiekcHo# 3amure UCII/H u peanuzanuio
mep obecnieuenust 6ezonacHoctu [1J[H Ha panHux craausx paspadotku UCIIIH B
IIEJIOM U €€ CUCTEMBI 3aIUThl MH()OPMAITUH, B YaCTHOCTH.

Pa3zpaboTka cucTeMbl 3aluThI TOJKHA BECTHCH MApauIeIbHO C pa3paboTKOM
U Pa3BUTHEM CAMOW 3aIHUIIAEMON CHUCTEMBI. DTO IO3BOJHUT YUYECTh TPeOOBaHMS
0€30MacHOCTH TIPU MPOSKTUPOBAHUYU APXUTEKTYPHI M, B KOHEUHOM CYETE, CO3/aTh
oonee o(ddexkTuBHBIC (KaK IO 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)

3alIUIIICHHBIC CUCTCMBI.

HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHUE
Hpennonara}oT IMOCTOAHHOC COBCPHICHCTBOBAHUE MCP U CPCACTB 3alllUThI

nHpOpMaIIMu HAa OCHOBE MPEEMCTBEHHOCTH OPTraHM3allMOHHBIX U TEXHUYECKHUX
pelIeHuii, KaapoBoro cocrtaBa, aHanmu3a ¢yHkinuonuposanus WCIIHH u ee
CUCTEMBI 3alIUThl C YYETOM HU3MEHEHHWH B METOJAaX W CpEIACTBAX MepexBaTa
uHDopMaIuu, HOPMATUBHBIX  TpeOOBaHWUN TO  3aIIUTe, JOCTUTHYTOTO

OTEYECTBEHHOI'O M 3apyOEKHOTO OIBITA B 3TOM 00JIACTH.

HepCOHaHLHaﬂ OTBECTCTBCHHOCTD
HpezmonaraeT BO3JIOXKXCHHC OTBCTCTBCHHOCTHU 3a obOecreyeHue

6esonacHoctu [I/IH u cuctembl ux 00pabOTKM Ha KaXJAOro COTPYJHUKA B
MpeJiesiax ero MoJIHOMOYMKA. B COOTBETCTBUM € 3TUM NPUHLIMIIOM PaCIpEICIICHUE
mpaB ¥ O0S3aHHOCTEW COTPYJIHUKOB CTPOUTCA TaKUM 00pa3om, 4yTOOBI B cCirydae
m000ro HapylieHUusT KPyr BUHOBHUKOB ObUI YETKO HM3BECTEH WM CBEACH K

MHHUMYMY.
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le/IHIII/III MHUHHUMMU3aAIINH MOJTHOMOYMM
O3HauaeT MpcaoCTaBJICHUC II0JIB30BATC/IIM MHUHHUMAJIBHBIX IIPAaB JOCTYIIA B

COOTBCTCTBHU C HpOI/ISBOI[CTBCHHOI\/'I H€O6XOI[I/IMOCTBIO, Ha OCHOBC IMPHUHIMUIIA «BCC,
4dTO HE Pa3pClICHO, 3aIIPCIICHO).

I[OCTYH K HI[H JOJDKCH IPCOOCTABIIATLCA TOJIBKO B TOM CJIy4ac H O6T)CM€,
€ClIn 3TO HCO6XOI[I/IMO COTPYAHUKY I BBIINOJIHCHHA C€ro AOJKHOCTHBIX

0053aHHOCTEN.

B3aHMOI[9ﬁCTBl/Ie U COTPYAHHYECTBO
HpennonaraeT CO31aHHC 6JIaFOHpI/IHTHOﬁ aTMOC(bepBI B KOJIUICKTHBAax

nojapazzaeneHuit, obdecneuynBawmux aesrenbHocTh UCIIIan  OOO Canatopuii
«llenTpocoro3-KucimoBoack», i CHWXKEHUS BEPOSTHOCTA BO3HUKHOBEHUS
HETaTUBHBIX JCHCTBHUM CBA3AHHBIX C UEJIOBEUYECKUM (DAKTOPOM.

B Ttakoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIO/ATH
YCTAaHOBJICHHBIE TNPaBWJIA M  OKAa3blBaTh  COJCWUCTBHE B  JICITEIBHOCTH

MoApa3ieeHU TEXHUYECKOU 3aluThl HH()OPMAIIUH.

I'moxocTh cucrembl 3amuThl 11{H
[IpuHaTEIE MeEphl W YCTAHOBJICGHHBIC CpEJCTBA 3alllMThl, OCOOCHHO B

HaYaJIBHBIN MEPUOJI X IKCIUTyaTallid, MOTYT 00eCTIIeUnBaTh KaK YpPE3MEPHBINA, TaK
W HEJOCTAaTOYHBIA ypOBEHb 3ammuThl. Jlma obOecrnedeHuss BO3MOXKHOCTH
BapbUPOBAHMUSA YPOBHEM 3allMIICHHOCTH, CPEJICTBA 3allUThI JIOJDKHBI 00J1aaaTh
onpenesieHHoN THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SBJISIETCS B TEX
Cily4asix, KOTJIa YCTaHOBKY CpPEJICTB 3alllUThl HEOOXOIUMO OCYIIECTBISATH Ha
paboTaronyro  cucTeMy, HE  Hapymas  Ipolecca €€  HOPMaJIbHOTO

(byHKIIMOHUPOBAHMSL.
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OTKpLITOCTL aJIrOpUuTMOB 1 MEXAaHU3MOB 3allIUTHI
CYTL I[MpUHOUIIA OTKPBITOCTH AJITOPUTMOB U MCXaHU3MOB 3allIUThI COCTOUT B

TOM, 4YTO 3alllUTa HE JOJDKHA O00ECIeUuMBATBHCSA TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpraHW3allid W aJIrOpPUTMOB (YHKIIMOHUPOBAHHUS €€ IOICUCTEM.
3HaHWEe aJTOPUTMOB PA0OTHI CHCTEMBI 3alIMTHI HE JOJDKHO JIaBaTh BO3MOXKHOCTH
ee npeogoJieHus (Aaxxke aBropam). OgHaKo, 3TO HE O3HAYaAET, YTO MH(PoOpMaIHs O

KOHKPETHOM CUCTEME 3allUThI JOJKHA OBITH OOILEIOCTYITHA.

HpOCTOTa NMPUMEHEHUA CPEACTB 3allIMThI
MexaHu3MbI 3allIUThl OOJI?’KHBI OBITH HHTYUTHUBHO IIOHATHBI W IIPOCTHI B

ucnoJyib3oBaHuu. [lpuMeHeHue cpeicTB 3allMThl HE JOHKHO OBITh CBSI3aHO CO
3HAHWEM CHEIUAIBHBIX S3BIKOB WJIH C BBIMOJTHEHUEM JCHCTBUN, TPEOYIOMUX
3HAUUTEIBHBIX  JOTIOJHUTENBHBIX  TpyJo3aTpaT TMpu  OObIYHONW  paboTe
3apPErUCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSJAKOM MOJIb30BATENEH, a TaKXKE HE
JIOJKHO TpeOOBaTh OT MOJIb30BATENSl BBHIIIOTHEHUS PYTUHHBIX MAJOMOHSITHBIX €My
oreparuii (BBOJI HECKOJIBKUX MapoJie U UMEH U T.J1.).

JlomKkHa AOCTUTaThCsl aBTOMATU3alys MaKCUMAJIBHOTO 4YHCIA JEHCTBUN

nosib3oBaresie u anMuHuctparopos MCIIIH.

HayuHast 000CHOBAaHHOCTH U TEXHUYECKAS pPeajin3yeMocThb
NudopmainimonHbie TEXHOIOTHU, TEXHUYECKUE U MPOrPaMMHBIE CPEJICTBA,

CpeACcTBa M MEphl 3allUThl HMH(OpPMAIMU JOJKHBI OBITh peaau30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHHWKH, HAYYHO OOOCHOBAHBI C TOUKH
3peHHS JOCTHKEHHUS 3aJ]aHHOTO0 YpPOBHS O€30MaCHOCTH MH(OpPMAIMKU U JOJDKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUAM IO O€30MacHOCTH
I11H.

C3I1/In nomkHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BOBMOXKHbBIE PUCKHU JIJIs
KOTOPBIX M MEphl NPOTHBOACHCTBUSI 3TUM pHUCKAM MPOUUIM BCECTOPOHHIOIO

TEOPETUUYECKYIO U MPAKTUUECKYIO MPOBEPKY.
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Cnenuaaun3anusi 1 npoeccuoHaIN3M
[Ipeamnonaraer mpuBjiedYeHHE K pa3padOTKE CPEACTB M peaau3alid Mep

3alUThl  MHQOpMANMK  CHENHAIU3UPOBAHHBIX  OpraHU3alMii,  HamOoJee
MOATOTOBJIEHHBIX K KOHKPETHOMY BHJy JESTEIBHOCTH 10 OOECIEUYEHHUIO
6e3omacHoctu [1/IH, UMEIONUX OMBIT MPAKTUYECKOW PabOTHI U TOCYAAPCTBEHHYIO
JUIEH3MI0 Ha TMpaBO OKa3aHUs Yycayr B 3Tol oOnactu. Peanmuzanms
aIMUHHACTPATHUBHBIX MEp MW DJKCIUIyaTalMs CpPEACTB  3allUThl  JIOJDKHA
OCYUIECTBIATHCSA MPO(ECCHOHANBHO MNOArOTOBICHHBIMU crneruaniuctamu OO0
Canaropuii «LleHTpOocor03-KucnoBoack».

00513aTeJILHOCTH KOHTPOJIA
[Ipenmonaraer 00s3aTENBPHOCTE W CBOCBPEMEHHOCTH  BBISBICHUS U

MIPECCUCHMsI TIOMBITOK HAPYIICHWS YCTAHOBJICHHBIX TPABWJI  OOECIICUCHUS
oe3omacHoctn [IJ[H Ha OCHOBE WCHOJB3YEMBIX CHCTEM U CPEACTB 3aIlUTHI
UHpOpPMAIIMK TIPH  COBEPIICHCTBOBAHMHM KPUTEPUEB W  METOJIOB  OICHKH
() PEKTUBHOCTH ATUX CUCTEM H CPEJICTB.

KoHTponbs 3a nesTenbHOCThIO JI000TO T0JIB30BATENIsA, Ka)KJIO0TO CpeCcTBa
3alATHl U B OTHOIIECHUH JIIOOOTO 00BEKTA 3aIUTHI TOJDKEH OCYIIECTBISATHCS Ha
OCHOBE IPUMEHEHHS CPEJCTB ONEPATHUBHOTO KOHTPOJS M PETHUCTPAIIMU U JIOJDKCH
OXBaThIBaTh KaK HECAHKI[MOHHPOBAHHBIC, TaK W CAHKIMOHHPOBAHHBIC JIEHCTBUS

OJb30BaTEJIEN.
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6 Mepsbl, MeTOBI M CpeAcTBa 00ecnedeHus: TpedyeMoro ypoBHs
3aIUIEHHOCTH

O6ecrnieueHue TpeOyeMOro ypoBHsI 3alIUIIEHHOCTH JOJKHOCTH JTOCTUTAThCS
C WCIONB30BAaHHEM MEp, METOJOB M CpeacTB Oe3omacHOCTH. Bce wmepsr

obecnieuenust 6ezomacHoctu UCIIJIH noapasaenstores Ha:

*  3aKOHOJATeJIbHBIE (ITPABOBBIC);

*  MOpaJbHO-3THYECKHE;

. OpraHu3aIMOHHbIE (A IMUHUCTPATUBHBIC);
. dbu3ndecKue;

*  TEXHHUYECKHE (ammapaTHble U MPOTPAMMHBIE).

3akoHoaaTebHBbIE (IPAaBOBbIE) MEPbI 3AIIUTHI
K npaBoBbIM MepaM 3aliuThl OTHOCATCS JCHCTBYIOIIME B CTpPaHE 3aKOHBI,

yKa3bl 1 HOPMAaTHBHBIE aKThl, periaMeHTHpYIouIe mpasuia obpamenus ¢ [1J1H,
3aKperIgIoNIfe IpaBa u 00s13aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOUIEHUHN
B Ipouecce ee O0OpadOTKM M UCIHOJIb30BaHUS, a TaKKE€ YCTaHABIMBAIOIIME
OTBETCTBEHHOCTh 32 HApYILIEHUs OTUX MPaBWI, HIPEHATCTBYS TEM CaMbIM
HEIIPABOMEPHOMY HCNOJNb30BaHHIO [IJ[H W sBistommecs CAEpKUBAIOIIUM
(bakTOpoM 715 NOTEHIIMAIBHBIX HAPYIIUTENCH.

IIpaBoBblE  MEpBI  3alUTBl HOCAT B  OCHOBHOM  YIIPEXKJIAOLIUM,
MPO(QHIAKTUYECKUI XapaKTep U TpeOYIOT MOCTOSHHOW Pa3bsiCHUTEIBHON pabOThI €

IIOJB30BATCIISIMHU U O6CJ'IY)KI/IB3IOH_II/IM INEpCOHATIOM CUCTCMBI.

MopaJIbHO-3THYECKHE MePhI 3alUTHI
K MOpanpHO-3TMYECKMM Me€paM OTHOCSTCS HOPMBI IIOBEICHHUs, KOTOPBIE

TPAAUIMOHHO CIIOXKWJIUCh WJIM CKJIJbIBAIOTCS MO Mepe pacnpocTpaHeHus OBM B
CTpaHe WM oO0mecTse. OTU HOPMBI  OOJbIIEH YacTbl0 HE  SBISIOTCA
00s3aTeNIbHBIMU, KaK 3aKOHOJIATEJIbHO YTBEPKJICHHbIC HOPMATHUBHBIE AaKThI,

OJHAKO, HX HCCO6JIIOI[CHI/I€ BCICT OOBIYHO K MMaICHUIO aBTOPUTCTA, IIPCCTHIKA
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YeJIoBeKa, IPYMIbl JUI WIA OpraHu3aiui. MopanbHO-3TUYECKUE HOPMbI OBIBAIOT
KaK HemucaHble (Hampumep, oOIenpru3HaHHbIe HOPMbI YECTHOCTH, MMATPUOTU3MA U
T.I.), TAK W MHCAHbIE, TO €CThb O(POPMIIEHHbIE B HEKOTOPBIN CBOJ (YCTaB) MpaBUIl
WJIY NIPEANUCAHUM.

MopanbHO-3THUYECKHUE MEpbl 3alUThl SBIAIOTCS NPOPUIAKTUUECKUMU HU
TpeOyIOT MOCTOSIHHOM paboThI MO CO3/IaHUIO 3I0POBOTO MOPAJIBHOTO KJIMMAaTa B
KOJUIEKTHBAX IMOApa3AeaeHud. MOpalbHO-ITUYECKUE MEPBI 3aLIUThl CHHUKAIOT

BCPOATHOCTb BOSHHMKHOBCHHA HCTAaTHBHBIX I[GIZCTBPII?I CBJA3aHHBIX C YCJIIOBCUCCKHNM

(haxkTopoMm.
Oprann3zanuoHHbie (AAMUHUCTPATHBHBIE) MePbI 3AIUTHI
OpranuzaioHHble (aMUHUCTPATUBHBIE) MEpPbI 3alUTBI - 3TO MEpHI
OpraHU3aIMOHHOTO xapakrepa, perjlaMeHTHUPYIOIINE IIPOLIECCHI

¢dbynkuuonuposanuss UCIIJIH, ucnons3oBanune pecypcoB MCII/IH, nestenbHOCTD
00CITy’KMBAIOUIET0 MepCcoHaNa, a TaKXke MOPSAIOK B3aUMOJEHCTBUSA MOJIb30BaTENEH
¢ UCII[In Ttakum oOpa3oM, 4TOObl B HAWOOJBLIEH CTENEHW 3aTPYJHUTh WA
UCKJTIOUYUTh BO3MOXKHOCTh pealli3alii yrpo3 0e30MacHOCTU WX CHU3HUTH pa3Mep
IIOTEPH B CIy4Yae X PeaTnu3aLvu.

['maBHast 1enb AaMUHUCTPATHBHBIX Mep — cdopmupoBaTh [loauTuky
uHpopmarionHor Oe3zonacHocty [1/IH (oTpaxkaromryro MOAXOAbI K 3allUTe
uH(pOpMaIu) U 00CCTIICUNTh €€ BBITIOJIHCHHE, BBIACISISI HEOOXOIUMBIE PECypChl U
KOHTPOJUPYS COCTOSIHHE JIE]L.

Peanmuzanus [lonutuku mHdopmanmonHout 6ezonacuoctu [1/In B UCII/IH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHSI M OPraHU3aIMOHHBIX (MPOLETYPHBIX)
Mep 3alIUThl HH)OpPMAIUH.

K aaMuHHUCTpaTMBHOMY YypOBHIO OTHOCATCS pEIICHUS PYKOBOJICTBA,
3aTparuBaromue aeareabHoctb UCII/IH B nienom. OTH peleHus: 3aKpervisioTcs B
[Tonutuke mHoOpManmoHHOW Oe3onacHOCTH. [IpumepoM Takux pemieHud MOryT

OBITh:
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OPUHATHE pEIIeHUus O (QOPMHUPOBAHUM WIM MEPECMOTPE KOMIUIEKCHOU
nporpamMmbl obecrieuenus: 6ezonacHoctu [1/1H, onpeneneHue OTBETCTBEHHBIX
3a ee pean3aluIio;

dbopMynupoBaHue LieJeil, MOCTaHOBKAa 3ajad, OMNpEICJIICHHUE HaIlpaBICHUN
NeATEeILHOCTH B 001acTu Oe3omacHoctH [1]1H;

MPUHATHE PELIeHUI MO0 BOINpOCaM pealu3aluy MporpaMMbl O€30MaCHOCTH,
KoTopble paccMmaTtpuBatroTcs Ha ypoBHe OOO Canaropuil «lleHTpocoro3-
Kucnosoack» B 11e510M;

o0ecrnieueHne HOpMaTUBHON (IIPaBOBOi) 6a3bl BOIIPOCOB OE30M1ACHOCTH U T.II.

[TonuTrka BEpXHEro YpOBHS JOJKHA YETKO OUYEPTUTH CPEepy BIHMSHUS U

OrpaHUYEHUsI TIpU OMpejesieHun 1ene 6ezonacHoctu [1/1H, onpenenutrh KakuMu

pecypcamu (MaTepualibHbIe, TIEPCOHAT) OHU OYIyT JOCTUTHYTHI U HaWTH

pa3yMHBII KOMIIPOMHCC MEXIy THpPHUEMIIEMbIM ypOBHEM O0€30MacCHOCTH U

¢ynkmonansHocThI0O UCTI/IH.

Ha oprann3anioHHOM ypOBHE OINpPENEISIOTCS NPOUEAYyPhl W MpaBUJIA

JOCTHXKEHUS Liesied U pereHus 3a1ad [lonutuku nadopmMamoHHON 6€301MacHOCTH

I1/IH. DT paBuIa ONPENEISAIOT:

KakoBa 00JacTh MPUMEHEHHS OTUTUKH Oe3onacHocTH [1]1H;

KakKOBbBl pPOJIK H 00s13aHHOCTH JOJDKHOCTHBIX  JIMII, OTBCYHAIOIIMC 34
IMPOBCACHUC IIOJIMTUKH 0e30IMacHOCTH HHH, a TaKiKC HX YCTAaHOBHUTH

OTBETCTBEHHOCTB;
KTO UMeeT npasa gocryna K I1/1H;
KaKUMH MEpaMu U cpefcTBaMu oOecrieunBaeTcs 3amura [1/1H;

KaKnMHU MCpPpaMH U CPpCACTBAMH oOecrneunBaeTcs KOHTPOJIb 3a CO6J'IIOI[€HI/ICM

BBEJICHHOTO pekXruMa 0€30MacHOCTH.

OpI‘aHI/ISaHI/IOHHLIC MCPBI JOJIPKHBI:
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MpeayCMaTpPUBATh pErIaMeHT UH(OPMAITMOHHBIX OTHOLLICHH,
HCKJIIOYAIOIIUX  BO3MOXXHOCTh  HECAHKIIMOHUPOBAHHBIX  JICMCTBUH B
OTHOIIIEHUH OOBEKTOB 3aIIUTHI;

ONpPEAEHATh KOUIMUMOHHBIE W HWEPAPXUUYECKUE IMPUHIMUIIBI U  METOMbI
pasrpannyenus gocryna K [/1H;

ONpEeNeNATh MOPSAJOK paboThl C  MOPOrpaMMHO-MATEMATHYECKUMH U
TEXHUYECKUMHU (amnmapaTHbie) CpPEICTBAMU 3alIUThl W KPUNTO3ALIUTHI U
JIPYTHUX 3alIATHBIX MEXaHNU3MOB;

opranu3oBaTh Mepbl nportuBoneiictBua HCJ] monb3oBarensMu Ha 3Tamnax
ayTeHTU(PUKALlUM, AaBTOpU3AlMU, HJECHTU(DUKAIMK, OOECIeYNBAIOIINX
rapaHTUM  peaJin3alud  1OpaB | OTBETCTBEHHOCTH CyOBEeKTOB

WH(OPMAITMOHHBIX OTHOIICHHM.

OpFaHI/ISaHI/IOHHBIG MCPBI JOJIKHBI COCTOATD M3

pernamenTa gocryna B nomemenus UCI/IH;

MopsiiKa AOIMYyCKa COTPYAHUKOB K Hcnoiab3oBaHuo pecypcoB MCITIn OO0
Canaropuii «LleHTpocoro3-KucioBoack»;

periaMeHTa TpoleccoB  BeJeHUss 0a3 JIaHHBIX W OCYIIECTBJICHHS
MoAU(pUKAIMKA UHPOPMAIIMOHHBIX PECYPCOB;

perjiaMeHTa IMpoIeccOoB OOCTYKMBAaHUS W OCYILIECTBIECHUS MOJIU(DUKAIUN
anmapaTHbIX U nporpamMHubIx pecypcoB UCII/IH;

uHcTpykumit  monb3oBateniet  UCII[In  (aamunuctpatopa  MCIIH,
aaMUHUCTpaTopa 6e3onacHoctu, oneparopa UCIIIH);

MHCTPYKIIMH TOJIb30BATENS P BOSHUKHOBEHUU BHEIITATHBIX CUTYaIIUM.
WHCTPYKIIMU TI0 Pa3MEIICHUI0, 000PYJOBAaHUIO M OXpaHE TMOMEIIECHUMN, TIe

XPaHATCA IICPCOHAJIBHBIC HAHHBIC, 110 XPAHCHUIO IICPCOHAJIBHBIX HAdHHBLIX Ha
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6yMa)KHBIX HOCHUTCIIX W MMOPAAKY pa6OTBI HUCITIOJTHUTENEH C IEpCOHAJIbHBIMHA
JaHHBbIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IHCI)OpMaI_[I/II/I.

dusnyecKkue Mepbl 321U ThI
@u3n4ecKre Mepbl 3allUThl OCHOBAHBlI HAa IIPUMEHEHUM PA3HOIO pPOJa

MEXAHUYECKUX, DIEKTPO- WM DIIEKTPOHHO-MEXAHUYECKHUX YCTPOWCTB U
COOpPYKEHUH, CHENUATbHO MPEIHA3HAYEHHBIX JJISI CO3JaHus (PU3MUECKUX
MPETMSTCTBUMA HAa BO3MOXHBIX MyTAX NPOHUKHOBEHUS W JOCTYIA MOTCHIUAIBHBIX
HapyUIUTENe K KOMIOHEHTaM CHCTEMbl M 3allUIaeMoi MH(OpMAIUH, a TaKxke
TEXHUYECKUX CPEJICTB BU3YaJlbHOTO HAOMIOJCHUS, CBA3M U  OXPaHHOMU
CUTHAJIU3ALIH.

duznueckass 3allMTa 3JaHUM, TOMEIICHHH, OOBEKTOB U  CPEJCTB
uH(opMaTH3aAUN JOJKHA OCYIIECTBIIATHCA IyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIMX IOCTOB OXPAaHbI, C MOMOIIBIO TEXHUYECKUX CPEICTB OXPaHbI
WU JIIOOBIMM JIPYTUMH CHOCOOaMHM, TPEAOTBPAIIAIONIMMHU WUIW CYIIECTBEHHO
3aTPYAHSIONIMMHA TNPOHUKHOBEHUE B 3JaHHUE, MOMEIICHUS IOCTOPOHHMX JIHII,
XUIIeHHEe WHGOPMAIIMOHHBIX HOCHUTENIe, caMHuX CpelICcTB HHGOpMAaTH3aIUH,
HCKJIIOYAIOIMMHU HAXO0XKJICHUE BHYTPHU KOHTPOJIHMpPYeMOW (OXpaHsSeMOM) 30HBI

TCXHHUYCCKUX CPCACTB Pa3BCIKHU.

AnmnapatHo-nporpaMmmMubie cpeacrsa 3amuthl [1/1n
Texnuyeckue (anmapaTHO-IPOTpaMMHbBIC) MEpbl 3alUThl OCHOBAaHBI Ha

UCIIOJIb30BAHUU PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOUCTB U CIELHATBHBIX MPOrPAMM,
Bxoasmux B coctaB MCII/IH 1 BRIMOTHSAIONIUX (CAMOCTOSITEIHHO WJIM B KOMITJIEKCE
C IPYTUMU CpeACcTBaMU) (DYHKIMH 3aUThI (MACHTH(PUKAINIO U Ay TEHTU(OUKAIUIO
MOJIb30BaTeNIel, pasrpaHUYCHHE JOCTyla K pecypcaMm, PErucTpaiuio coOBITHH,
KpUnrorpaduyeckoe 3aKpbiTue HHHOpMAUK U T.11.).

C ydyeToM Bcex TpeOOBaHMI U IPUHIIUIIOB o0ecriedeHus: 6ezonacHoctu [1/[xH
B UCII/IH mo BcemM HampaBJICHUSIM 3allUThl B COCTaB CHUCTEMBI 3alIUTHI JTOJKHbI

OBITh BKJIFOUEHBI CIIETYIOIINUE CPEICTBRA:
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Cpe/CTBa UJIeHTUPUKAITUN (ormo3HaBaHMS) U ayTeHTU(DUKALUH
(moaTBEpPKICHHS TTONIMHHOCTH ) noJik3oBaTeneit UCIIH;

CpEIICTBA pa3rpaHUYEHUs] JIOCTYNA 3apEerUCTPUPOBAHHBIX IOJIb30BATENCH
cuctrembl Kk pecypcam HCII[ITn  OOO Canatopuii «lleHTpocoro3-

Kucnosoacky;

cpencTtBa oOecrneueHus W KOHTPOJIS ILEJIOCTHOCTH MPOTrpaMMHBIX U
UH(GOPMAIIMOHHBIX PECYPCOB;

CpEeICTBa ONEPATUBHOIO KOHTPOJIS U PETUCTPALIUU COOBITUI O€30M1aCHOCTH;
Kpunrorpaguueckue cpeacTa 3amuThl [1J1H.

Ycneninoe MNPUMCHCHUC TCXHHUUCCKUX CPCACTB 3allMTbl Ha OCHOBAHHUH

NPUHIMIOB (pa3fen 5) mpeanonaraeT, YTO BBITOJIHEHHE MEPEUYHUCICHHBIX HIKE

TpebOBaHMI 00ECIIEYeHO OPraHM3allMOHHBIMU (aAMUHUCTPATUBHBIMH) ME€paMU U

HCIT0JIb3yCMbIMHA (I)I/ISI/ILIGCKI/IMI/I Cp€acTBaMM 3allUThI:

obecnieueHa ¢puzmyeckas 11e10cTHOCTh Bcex kKoMmnoueHT UCII/IH;

Kaxabld coTpyaHuk (mosb3oBarens WCII[H) wmnu rpynna moib3oBaTeneil
UMEEeT YHHUKaJIbHOE CHCTEMHOE WM W MHHMMAJIbHO HEOOXOIuMBIEC MJis
BBINIOJIHEHHUST MM CBOMX (PYHKIMOHAJIBHBIX OOS3aHHOCTEW IMOJIHOMOYHS IO
JOCTYILY K pecypcaM CUCTEMBI;

B UCIIJJu OOO Canaropuii «llenTpocoro3-KucioBomack» paspaboTka u
oTJIaika mporpamMm ocymecTtBisiercs 3a npegenamu  HWCII[H, Ha
UCIIBITATEIbHBIX CTEHAAX;

BCE M3MEHEHUA KOH(PUTYpaluu TEXHUYECKUX U MPOTPaAaMMHBIX CPEACTB
NCITIH npou3BOASTCS CTPOro YCTAHOBJIEHHBIM MOPSAKOM (PETHCTPUPYIOTCS
U KOHTPOJUPYIOTCS) TOJBKO HAa OCHOBAHHMM PACHOpPSLKEHHM pPYyKOBOJACTBA

OO0OO Canaropuii «IlenTpocoro3-KucnoBoack»;
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ceTeBoe 000pyAoBaHNE (KOHIIEHTPATOPbl, KOMMYTATOPbI, MAPIIPYTU3ATOPHI U
T.I.) pacmojiaraercs B  MeCTaX, HEIOCTYMHBIX JJS TMOCTOPOHHUX
(cnenuanbHBIX TOMENICHUSX, MKadax, u T.11.);

CHEUATNCTAMU 000 Canaropuit «Ilentpocoro3-KucinoBoack»
OCYIIECTBISIETCSl ~ HENMPEPHIBHOE  YIpaBlIeHWE W aJMUHUCTpPaTUBHAs

nojaJiepkka (PYHKIIMOHUPOBAHUS CPEJICTB 3aIIUTHI.
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7 Konrpous 3¢ppexrunoctu C3I1H

Kontpons asddexkruBnoctn  C3II[IH  T0DKEH  OCYIIECTBISCTCA  HaA
nepuogudyeckoil  ocHoBe. Llenpto  kOoHTponst  AG(YEKTUBHOCTH  ABIAETCS
CBOEBPEMEHHOE  BBISBICHUE HEHaAJIexkamux pexumoB padotel  C3II1H
(oTKIIOUEHHE CpPEACTB 3aIlUTHI, HapylIeHue PEXKUMOB 3aIlUTHI,
HECAHKIIMOHUPOBAHHOEC WM3MEHEHHWE peXMMa 3alluThl W T.I.), a TakKxke
MPOTHO3UPOBAaHWE U TPEBEHTUBHOE pPEArupoOBaHME HA HOBBIE  yIPO3bI
oe3omacHoctu I1/1H.

KoHTpoias MOXET TpOBOAMTHCA Kak aJIMUHUCTpATOpaMu OE30MaCHOCTH
UCTIIln  (omepaTUBHBI  KOHTPOJAbL B  Tpolecce  HUHPOPMAIMOHHOTO
B3aumozericteuss B MCIIJIH), Tak © TpuUBIEKaEMbIMH JUISI OTOH  IICJH
KOMIIETEHTHBIMA  OpraHU3alMsIMH, HWMEIOIIUMH JIMIEH3UI0 Ha JTOT BHUJ
nearenbHocTH, a Takke PCTOK Poccum m ®Chb Poccum B mpenenax Hx
KOMIIETEHIIUH.

KoHTpoab MOXKET OCYIIECTBASATHCS aAMUHUCTPATOPOM OE€30MACHOCTU KakK C
MOMOIIBI0 TITATHBIX CPEACTB cUcCTeMbl 3amuThl [IJIH, Tak U C MOMOIIBIO
CHIEIUAJIBHBIX TTPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka a3 dextuBHOCTH Mep 3ammThl [1JIH mpoBOAUTCS ¢ UCTIOIB30BAHUEM
TEXHUYECKUX U TPOTPAMMHBIX CPEICTB KOHTPOJIA Ha TMPEIMET COOTBETCTBHUSA

YCTaHOBJICHHBIM Tpe6OBaHI/I$IM.
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8 Cdepsbl oTBeTCTBEHHOCTH 32 Oe3onmacHOCTh 11/{H

OTBETCTBEHHBIM 3a pa3padOTKy Mep M KOHTPOJb HaJ oOOecredyeHHeM
0e30MacHOCTH MEPCOHANBHBIX JAAHHBIX sBIsieTCA pykoBoacTBo OOO Canaropuii
«IlenTpocoro3-KucioBoack». PykoBoauTenb MOXKET JEIerupoBarb 4acTb
IIOJTHOMOYMI 110 00eCTIeUeHUI0 OE30MaCHOCTH NIEPCOHATIBHBIX JIAHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOJOUTENS  BKJIIOYACT  CIEIYIOIIHE

HanpasyieHus o0ecriedeHus: 6ezonacHoctu [1/]n:

*  [InanupoBanue u peanuzanus Mep no oobecrneuenuro d6e3omnacHoctu [1/1H;
*  Anamus yrpo3 6e3onacHoctu [1/1H;

*  Pa3paboTky, BHeIpeHHE, KOHTPOJb WCIOJHEHUS U TOJJepkKaHUE B
aKTyaJlbHOM COCTOSHUU TIOJIMTHK, PYKOBOJICTB, KOHIICTIIIMK, TIPOIEAYD,
PETJIaMEeHTOB, WHCTPYKIIMH ¥ JOPYTUX OPTaHU3alMOHHBIX JOKYMEHTOB II0
oOecrieyeHun o 0e30MacCHOCTH;

*  OOyuenue u unpopmuponanue nonbzopareneit UCII/In, o nopsake paboTsl ¢
ITJIH 1 cpeacTBaMu 3alUTHI;

*  IlpenotBpaiiieHue, BBISIBIICHUE, pearipoBaHUE M pacciieloOBaHUE HApYIICHUN
oe3omacuoctu I11/1H.

[Ipy B3aMMOAEWCTBUM CO CTOPOHHHUMH OpPTaHU3ANMIMHU B CIIy4asX, Korja
COTPYJHHMKAM 3THX OpPraHU3AlMI MPEJOCTaBIAECTCS OCTYN K OOBEKTaM 3allUThI
(paznen 3), ¢ ATUMU OpraHU3ALUSIMU JOKHO OBITh 3aKkitoueHo «CorjamieHue o
KoH(uaeHnuanpHocTH», 1Moo  «Cornamenue O  COOJIOIEHUH  pexuMa
6e3onacHoctu [1/In npu Beimonnenun padotr B UCIIJu». TloaroroBka TUIOBBIX
BAPUMAHTOB ATHX COINIalleHWd ocymectsisierca ropucrtamu  OOO Canartopuit

«lenTpocoro3-KucnoBoack».
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9 Mogeab HapyIuTeJ st 0€30I1aCHOCTH

I[Ton wapymmrenem B OOO Canaropuii «LlenTpocoro3-KucnoBoack»

IMOHHUMACTCA JIMIO, KOTOPOC B PE3YJIbTATC YMBIINUJICHHBIX HIIM HCYMbBIIIJICHHBIX

JEHCTBHUI MOXKET HAaHECTH yIiepd 0ObEKTaM 3alUTHhI.

Bce HAapyHIHUTCIIN ACJIATCA Ha ABC I'PYIIIIbI:

BHEILIHUE HAPYILIUTENN — (PU3NYECKUE TULA, HE UMEIOLIUE ITpaBa MPeObIBAHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B MpEIeIax KOTOPOU pa3MeIaeTcs
obopynoBanue UCIIJIH, a Takxke xpansarcs [1J{H Ha OyMaKHBIX HOCUTENSX;

BHYTPEHHHUE HAPYLIUTENIN — PU3NYECKHUE JINIA, UMEIOIINE ITPaBo MPeObIBAaHUS
Ha TEPPUTOPUU KOHTPOJMPYEMOU 30HBI, B IIpeleIax KOTOPOH pa3MellaeTcs
obopynoanue UCII/H, a Takxke xpansarcs [1/Jn Ha OyMa>KHBIX HOCUTEISIX.

Knaccudukanus  Hapymwureneid  npeiacraBieHa B Mogenun  yrpos

0e30IMacHOCTH MNEPCOHAJIbHBIX TaHHBIX.
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10 Moageanb yrpo3 0e30macHOCTH

Hnsa UCIIa OO0 Canatopuii «lleHTpocoro3-KucimoBoack» BBIAECHSAIOTCS

CJIEIyIOIME OCHOBHBIE KATETOPUH YIPO3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX:

VYTpo3bl OT yTEUKHU 110 TEXHUYECKUM KaHajlaMm.
VYTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HH(POPMALIUH.

Yrpo3bl yHUUTOXEHMS, XulleHus anmnapatHeix cpeactB MCIIIH HocuTemnei
uHpopmarmu nyrem gusnyeckoro gocryna k snementam UCII/IH.

Yrpo3sl XULIEHHUS, HECAHKIIMOHUPOBAHHOM MOAU(PUKAIIH Win
OmokupoBaHusi HHPOpPMAIMKM 3a CYET HECAaHKIIMOHWPOBAHHOTO JOCTyNa
(HCH) c npumeHeHueM MporpaMMHO-aNNapaTHbIX U MPOrPaMMHBIX CPEICTB
(B TOM 4MCIIe MPOrPAMMHO-MAaTEMATUYECKUX BO3ICUCTBUN).

Yrpo3sl HE MNpeIHAMEPEHHBIX JEUCTBUM IMOJB30BATEIIE W HapyLICHHUH
oe3onacHoctu Gyukiumonupoanus MCII[Ia u C3IIJIn B ee cocraBe u3-3a
cO0eB B MPOrpaMMHOM OOECIEYeHUH, a TaKKe OT Yrpo3 HEaHTPOIOrE€HHOTO
(cOoeB  ammapaTypbl ~ W3-3a  HEHAJEKHOCTH  DJEMEHTOB,  COOEB
AJIEKTPOIUTAHUSA) U CTUXUUHOTO (yIapOB MOJIHHM, MOXKapOB, HABOJHEHUU U
T.I1.) XapakTepa.

YTpo3bl IpeIHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYILIUTEIIEH.

YI‘pOSBI HCCAHKIMMOHHUPOBAHHOI'O JOCTYIIA I10 KaHAJIaM CBA3H.

Onucanue yrpo3, BEpOSTHOCTh UX peajii3allii, OMaCHOCTh U aKTyaJbHOCTb

npejcTaBiieHbl B «Mojenu yrpo3 0€30MacHOCTH TEpPCOHANIBHBIX JAHHBIX B

NCITn».
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11 Mexanusm peasmuzaunnu Ilosnoxenus

Peanuzanua  IlomokeHust  JOMKHA  OCYLUECTBIISITBCS  HA  OCHOBE
MEPCIEKTUBHBIX TPOTPAMM M IIAHOB, KOTOPBIE COCTABJISIFOTCA HA OCHOBAHUU U BO
HCIIOJIHCHHUE:

*  (enmepasbHBIX 3aKOHOB B o0Omactu obOecnieueHus MHGOPMAIIMOHHON
0€30MacCHOCTH U 3aIUThl HHGOPMAITUH;

. nocranosienun [IpasurensctBa Poccuiickon denepannu;

. PYKOBOASIIMX, OPraHU3alHMOHHO-PACIOPSAUTEIIBHBIX W METOAUYECKUX
nokymentoB ®CTIK Poccuu;

 mnorpebnocreii MCIIIln B cpemcrBax oOecrieueHus: 0€30MACHOCTH

nHpopMaruu.
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12 IHopsiiok padoThI C NEPCOHATBHBIMU JAHHBIMHU COTPYIHUKOB

Oo6s13anHOCTH padoToaarest

B nensx ucnonHenus tpeboBaHUi 3akoHoAaTenbcTBa PD npu obGpaboTke
MEPCOHANIBHBIX JaHHBIX, BCE PpAOOTHUKU YUYPEKIEHUS JOJIKHBI HCIOJHSTh
YCTaHOBJICHHBIN TOPSAAO0K pabOThI:

Pabora ¢ mepcoHaJbHBIMM JAaHHBIMM PA0OTHUKOB JOJDKHA HE HapyllaTh
TpeObOBaHMI 3akoHOAaTeNbcTBAa P® © JOKaTbHBIX HOPMATHUBHBIX  aKTOB
OpraHM3alliU, U JIOJKHA OBITh HEMOCPEACTBEHHO CBS3aHA C OCYIIECTBICHUEM UMHU
CBOMX TPYJOBBbIX (PYHKIUH.

[Tpu c6ope u 0OpaboTKE MEPCOHANBHBIX JaHHBIX PaOOTHHKA pabOTOAATENb
NOJKEH pykoBojcTBoBaThea Konctutynuen P®, TpynoBeim konekcom PD u
MHBIMU (eZIepaIbHBIMU 3aKOHAMH.

[lepconanbHble JaHHBIE PAOOTHUKOB JIOJKHBI OBITH IOJYYEHBI TOJBKO
HEMOCPENCTBEHHO y Hero. Ecnu uid 00paboTKM €ro JaHHBIX WIHM UX IMOJIy4YEHHUS
NPUBJIEKAECTCS TPEThU JIMLA, TO PabOTHUK JOJDKEH JaTh IPEeABAPUTEIILHOE
NUCbMEHHOE corjacue Ha 3To. OJIHOBPEMEHHO pPaOOTHUK JOJDKEH OBITh
YBEJIOMIIEH O 1eJisIX cOopa mH(pOpMaIMi, UCTOYHHUKAX €€ IMOJYYEHUs, a TaAKKE O
MOCNEACTBUSIX OTKa3a OT MPEAOCTaBICHHUS NHCBMEHHOTO COIJacus Ha cOop
uH(pOpMALIIH.

IlepcoHanbHble naHHbIE PAOOTHUKA O €r0 MOJUTUYECKUX, PEITUTHO3HBIX U
UHBIX YOEXKICHHUSIX, YaCTHOM >U3HU, a TaKXK€ YJIEHCTBE B OOILIECTBEHHBIX U
npo()COO3HBIX OpPraHU3alUAX HE MOJJIekKaT cOOpY OpraHu3auuei, eciau MHOE He
IIPENYCMOTPEHO 3aKOHOAATEIbCTBOM.

3amuTa MNEpCOHANbHBIX JaHHBIX paOOTHHMKA JOJDKHA 00ecreyrBaThCs
MOJIHOCTBIO 32 CUET paboToAaTelI .

VYupexnenue mnpu nmpueMe Ha paboTy, a TakKe MPH JIOObIX M3MEHEHUSX
npaBuil pabOThl C NMEPCOHAJIBHBIMU JAHHBIMUA 00513aHO MUCHMEHHO 3HAKOMHTH C

HUMH BCEX PaOOTHUKOB.
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VYupexxaenue He UMEET MPaBo MPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alUTy IICPCOHAJIbHBIX JAHHBIX.

Oobs13aHHOCTH padOTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTomaTento BCE TIEpPCOHATbHBIC JAaHHBIC, YKa3aHHBIC B
COOTBETCTBYIOIIUX JIOKyMCHTAX.
B ycraHoBneHHBINi mpaBWiaMu CPOK cooOmiath paboromarento 00

HN3MCHCHUHN CBOUX IICPCOHAIbHBIX TaAHHBIX.

Ilepenaya nmepcoHATbHBIX TaHHBIX
[Ipn ocyIIecTBICHUM TIepenadyd IEePCOHANBHBIX JIaHHBIX PaOOTHUKOB

TPETHUM JIMIIAM pabOTOaATENb 00s3aH:

— He coo0marh NEpPCOHAJIbHBIC JaHHBIE O€3 TOJYyYEHHOTO IMHChbMEHHOTO
corinacusi paOOTHUKA, KpOME CJIy4yaeB, KOrja Takue OOS3aHHOCTH
YCTaHOBJICHBI 3aKOHOJATEIHCTBOM;

—  HE TepeaaBaTh IMEPCOHAIBHBIC JaHHbIE PabOTHWKA IS WCIOJB30BaHUS B
KOMMEPYECKHUX IIEIISIX;

—  TpeboBaTh OT TPETHUX JIUIl COONIOACHUS MPaBUI PabOTHI C TEPCOHATBLHBIMHU
JaHHBIMHM, a TaKKe TMPEJOCTABICHHUS IMHUCHbMEHHOTO TIOJITBEPKIACHUS
WCIIOJIb30BAaHUSl TIEPCOHANBHBIX JIAaHHBIX B TIOPSIKE, MPETyCMOTPEHHBIX
HACTOSIIIMM ITOJI0KEHHUEM O 3alTUTE TIEPCOHATBHBIX JaHHBIX;

—  JaBaTh JOCTYI K TEPCOHAIBHBIM JIAHHBIM TOJIBKO JIMIIaM, WMEOIIHM
COOTBETCTBYIOIIUNA JTOMYCK W HMCIOJB3YIOMHUX WX TOJBKO VIS BBITTOJTHCHHSI
KOHKPETHBIX IIOJIJHOMOYHN;

— He wuctpeboBarh HHGOPMALIMIO O COCTOSHUH 3JI0POBbS paOOTHHKA, 3a
UCKIIFOUEHUEM JaHHBIX, KOTOpbIE MOTYT TMOBJUSATH HA HCIOJHEHUE

PaOOTHUKOM CBOMX TPYIOBBIX 00SI3aHHOCTEH.
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3amuTa MEPCOHAJIBbHBIX JaHHBIX paﬁoTHHKa

B pamkax peanmmszanmu TyHKTOB Hactosimero IlomoskeHuss o 3amute
MEPCOHAIBHBIX JaHHBIX pA0OTHUKOB, PYKOBOAUTEIh YUPEIKIACHHS U3AAET MPHUKA3 O
Ha3HAYEHWM JIMIA, OTBETCTBEHHOIO 3a COOJIIOJIEHUE TMopsiika paboThl C
NEPCOHATBHBIMU JAHHBIMU PAOOTHUKOB, HA KOTOPOM JI€XAT BCE OOSA3aHHOCTH IO
o0ecrnedeHnto KOHPUISHINATbHOCTH OJYYEHHBIX JAHHBIX, & TAKXKE OpraHu3aIiu
paboTHI C HUMH.

[lepenaua mHGOpPMAIIMN TPOUCXOAUT TOJIBKO B MMCBMEHHOM BHJE. 3ampoc
JO0JDKEeH OBITh Cc/ieflaH B MHUCbMEHHOM BHUJE C yKa3aHHWEM BCEX PEKBU3HMTOB JIHUIIA,
3anpammuBaromiero uHopmamuio. OTBET IOHKEH OBITH clieflaH Ha (PUpPMEHHOM
OJlaHKe Y4YpeXIEHHsI M OTIpPABIEH JUOO KYpbEepPCKOH CIy>KO00i, MO0 3aKa3HBIM
UCHMOM.

Bce mnomyuyeHHble nepcoHalbHBbIE JaHHBIE AOJDKHBI XPAHUTHCS B MECTE,
MCKJIIOYAIOIIEM HECAaHKIMOHUPOBAHHBIX JIOCTYI TPEThUX JIHII.

DNEeKTpOHHbIE HOCUTENNW HH(POpPMAlMM, JOJKHBI OBbITh  3alIUILEHBI

KpUnrorpaguuecKMMH CpeCTBaAMHU 3allIUThl HH(OPMALIIH.

OTBeTCTBEHHOCTH 32 pa3rJanieHue HHPOpMaLMU, CBI3AHHOM C

MEPCOHAJIBbHBIMHA JAaHHBIMHA pa60THm<a

Jluma, mpu3HAHHBIE BWHOBHBIMU B HApPYIICHUH TPeOOBAaHWUN HACTOSIIETO
[TonoxxeHUsT O 3amIUTe TEPCOHAIBHBIX JAaHHBIX PAOOTHHUKOM, IPHUBIICKAIOTCA K
JTUCIUIUIMHAPHOW, aAMUHUCTPATUBHOM, OTJBIXAIOIIMXCKO-IIPABOBOM U YTOJOBHOM
OTBETCTBEHHOCTH, B TMOPSAAKE, MNPEAYCMOTPEHHOM 3aKOHOJATEIbCTBOM PO wu

JIOKAJIbHBIMU HOPMATHBHBIMH dKTAMMU.
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13 IMopsiiok padoThI C MEPCOHATBLHBIMU TAHHBIMUA KOHTPATCHTOB M rocTei

IHopsinok mosyyeHusi 1 00padOTKM NMEPCOHAIBHBIX JAHHBIX
KOHTPAreHTOB U rocTen

[Ton  obOpabGotkoit  II/lH  moHuMMaeTcs  mMOJy4YeHHE,  XpaHEHUe,
KOMOMHUPOBaHME, Mepeavya Wik J1000e APYyroe MCIOJIb30BAaHUE MEPCOHATBHBIX
JAHHBIX KOHTPareHTOB U TOCTEM.

PabGoTa ¢ mepcoHaJbHBIMU JTaHHBIMH KOHTPAreHTOB U TOCTEH MIOJDKHA HE
HapylaTh TpeOboBaHUM 3aKoHOAAaTENbCTBA PD U JIOKAIIBHBIX HOPMATUBHBIX AKTOB
OpraHu3aIuu.

Hcnonp30BaHue NEPCOHANBHBIX JAHHBIX BO3MOXHO TOJBKO B COOTBETCTBUU
C LEISAMH, ONPEACIMBIIMMU HX IOIydeHHE. [lepcoHabHBIE NaHHBIE HE MOTYT
OBITh MCIOJIb30BAHbI B IEJISIX MPUYMHEHUSI UMYIIECTBEHHOTO U MOPaJIbHOTO Bpeaa
rocTe, 3aTpyAHEHUS peaau3aluu mpaB u cBo0o 1 rocrei Poccuiickoii peneparmm.

[Topsimox 06pabOTKU MEPCOHATBHBIX JAHHBIX Ha OYMaKHBIX MaTepUATbHBIX
HOCUTENSAX periaMeHTUpoBaH «HMHCTpyKIIMENH 1O XPaHEHUIO NEPCOHAIBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEISAX U TOPSAKY pPadbOThl UCIOIHUTENEH C
MEPCOHALHBIMU ~ JTAHHBIMH ~ HAa  OYMaXXHBIX  HOCHUTEIAX  HH(POPMAIUNY,
YTBEPKACHHONU PYKOBOJAUTEIIEM.

O6paboTka MEePCOHATBHBIX JTAHHBIX B aBTOMAaTU3UPOBAHHBIX
MH(OPMAIIMOHHBIX CHCTEMAaX OCYIIECTBISIETCS Ha OCHOBAaHUU PsiJia yTBEPKICHHBIX
PYKOBOJUTENEM HWHCTPYKIMH, pErIaMeHTHPYIOUUX 00pabOTKy NepCOHAIbHBIX

nanabix B UCIT/H.

HOCTyH K MEPCOHAJTBbHBIM NaHHBIM
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BuyTtpennuii goctyn (AOCTynl BHYTPUM OpraHHU3alldd) OMNpPEAeIsieTCs
MEPEYHEM JIWI, UMEIOIIUX JOCTYIl K MEPCOHAIBHBIM JIAHHBIM KOHTPAreHTOB H
rOCTEM, ONPEAEHACTC NPUKA30M PYKOBOIUTEIIA.

Bremnun gocryn:

K 4ucmy MaccoBbIX moOTpeOUTeNeld TMEepCOHAIbHBIX  JIaHHBIX  BHE
OpraHu3allid MOXHO OTHECTH TOCYAApCTBEHHBIC (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIC HWHCIEKLWH, IPABOOXPAHUTEIIbHBIE OpraHbl, OPraHbl CTAaTUCTHUKH,
BOCHKOMATBI, OpraHbl COLMAIBHOTO CTPAaXxOBaHUS, IICHCUOHHbIE (POHJbI,
MOJPa3ICIICHU MyHULIMNIAJIbHBIX OPTAHOB YITPABIICHUS,

Han30pHO-KOHTPOJIBHBIE OpPTaHbl UMEIOT JAOCTYIl K MH(POPMAIMU TOJIBKO B

chepe cBOEH KOMITETCHIINH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTb CY0bEKTA MEPCOHAIBHBIX
AAHHBIX

3akperieHue npaB CyObeKTOB MEPCOHATBHBIX JAHHBIX, PETIAMEHTUPYIOLIUX
3alMTy €ro MEepCOHAIbHBIX JaHHBIX, OOECIEYMBAET COXPAHHOCTh IOJHON H
TOYHOM MH(OPMALINK O HEM.

B umensx 3amuThl NEPCOHANBHBIX JAHHBIX KOHTPAareHThl (3aKOHHbBIE
MPEJCTABUTEIIN ) UMEIOT MPaBO:

- TpeboBaTh MCKJIIOYEHHS WM MCIPABICHUS HEBEPHBIX, MJIM HEIMOJIHBIX
IEPCOHAJIBHBIX JaHHBIX, CBOOOIHBIN OECIIaTHBIN JOCTYIl K CBOMM IEPCOHAIBHBIM
JaHHBIM, BKJIFOYAs MPAaBO Ha IOJYYEHUE KONMM HOBOW 3alMCH, COJAEpIKaIIeH
IIEPCOHAJIBHBIE TaHHBIE;

- ONPEACIATh CBOMX IPEACTABUTENIEH ISl 3alIUThl CBOMX IEPCOHAIBHBIX
JAHHBIX Ha COXPAHECHHE U 3aLIUTy CBOEH JTUYHOU TAMHBI.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTH OIEPATOPa MEPCOHATbHBIX

JAaHHBbIX
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[lepcoHanbHass OTBETCTBEHHOCTh - OJHO W3 TJIABHBIX TPeOOBaHMI K
oprau3anuu (yHKIIMOHUPOBAHUS CUCTEMBI 3aIIUThHI IEPCOHAIBHON MH(POPMAITHH
1 00s13aTeNbHOE ycoBHe obecnedeHus 3PpPEKTUBHOCTU ITON CUCTEMBI.

IOpunnyeckne wu (Qu3nyeckwe JMIA, B COOTBETCTBHM CO CBOUMH
NOJIHOMOYUSIMH, BJajacwone uHboOpMalmein o TOoCTel, MojJydarolue W
UCIIOJIb3YIOIIHE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBUH C 3aKOHOJATEIILCTBOM
Poccuiickoit deneparnuu 3a HapylieHHE peXUMa 3alUThI, 00pabOTKH U TOpSIIKa
MCITOJIb30BAHUS ATOW MH(POPMAIIUH.

PykoBoguTenb, paspemiarommii  JOCTYN COTPYIHHKA K  JOKYMEHTY,
colepiKaleMy TIepCOHAJIbHBIC CBEIEHUS KOHTPAareHTOB M TOCTEH, HeceT
MIEPCOHAILHYIO OTBETCTBEHHOCTD 3a JaHHOE pa3pelicHue.

Kaxapiii COTpyAHUK OpTraHHW3aIli, MOJTYYaomnid IJis1 paOoThl JTOKYMEHT,
coJiep Kallluii epCOHANbHBIE JTAHHBIE, HECET €IMHOJIMYHYI0O OTBETCTBEHHOCTH 3a
COXPaHHOCTh HOCUTENS U KOHPUIECHIIMATBHOCTh HHPOPMALIUH.

Jlomyck K mTepCcOHAIbHBIM JaHHBIM KOHTPAreHTOB H TOCTEH JPyTUX
COTPYJHHUKOB pabOTOAATENsA, HE UMEIONIUX HaJIekKaAMM 00pa3oM ohopMIEHHOTO
JOCTYTIa, 3aMperiaeTcs.

[lepemaua (0OMeH U T.11.) IEPCOHATBHBIX TAHHBIX MEXIY MOIPA3ACICHUSIMU
OCYIICCTBJISCTCS TOJIBKO MEXKAYy COTPYJHUKAMH, WMCIOIIUMHU JOCTYIl K
MIEPCOHAIILHBIM JTaHHBIM KOHTPAareHTOB U TOCTEH.

3a HEWCHOJHEHUE WIM HEHaJIeXkallee HCIOJHEHUE PAOOTHUKOM IO €ro
BUHE BO3JIOXKEHHBIX Ha HEr0 OOSA3aHHOCTEH MO COONIOACHHUIO YCTAaHOBJICHHOIO
nopsiika paboOThl CO CBEJACHUSMU KOH(DHICHIIMATHLHOTO XapakTepa padoToaaTeNb
BIIpaBE MPUMEHATH MpeaycMoTpeHHble TpynoBeiM KomekcoM aucruruimHapHbIe

B3BICKAHMHA.
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14  OcoOenHOCTH 00PA0OTKH MEPCOHAJIBHBIX JAHHBIX 0€3 HCIO0JIb30BAHUS
CPeACTB aBTOMATH3AIUM

[Tpu HEaBTOMATHU3UPOBAHHONH  00pabOTKe pa3NIUYHBIX  KaTEropHid
MEPCOHAIBHBIX JTAHHBIX JIOJDKEH MCIIOJIB30BAThCS  OTACNBHBIA  MaTepHAbHBIN
HOCUTENb JJIsl K&KIOW KaTeropuu NMepCOHAIbHBIX TaHHBIX.

[Ipn HeaBTOMAaTHU3UPOBAHHONW OOPaOOTKE MEPCOHANBHBIX TAHHBIX HA
OYMa>KHBIX HOCHUTEIISIX:

— HE JormycKaeTcsl (ukcanusi Ha OJIHOM OyMa)KHOM HOCHTETIE
NEPCOHAIBHBIX  JAHHBIX, 1€l  OOpabOTKM  KOTOPBIX  3aBEIOMO
HECOBMECTHUMBI;

—  NIEpCOHAJbHBIE JAaHHbBIE JOJKHBI 000COONIATECS OT MHOM MH(pOpMAlMH, B
YaCTHOCTH IyTeM (puKcaluu UX Ha OTACIbHBIX OYMa)KHBIX HOCHTENSX, B
CHEeIUalIbHBIX pa3zesiax WU Ha NoJisix ¢popM (OIaHKOB);

—  JIOKyMEHTBHI, COfIepKallre NepCcoHAbHbBIC TaHHbIe, GOPMUPYIOTCS B  jJefa
B 3aBUCUMOCTH OT LEIH 00pabOTKU MEPCOHAIBHBIX IaHHBIX;

— Jlena ¢ JOKYMEHTaMH, COJEpKallMMH IEepCOHaJbHbIE TaHHbBIC, JOJKHBI
UMETh BHYTPEHHUE ONUCH JOKYMEHTOB C yKa3aHHMEM Lieau o0paboTKu U
KaTeropuu MepCOHANIbHBIX JIAHHBIX.

JIOKyMeHTBI (HOCHUTENHU uHbOpMaIK), COJEp)KaIIUe IEePCOHATIbHBIC
JaHHbIE, JOJDKHBI XPaHUTBCA B CIyKEOHBIX NOMELICHUSX B HAJIEKHO
3amupaeMbIX U OrevaTbiBaeMbIxX Iikadax (ceitdax).

YHUUTOXKEHHEe WM 00E3TMYMBAHUE YACTH MEPCOHATIBHBIX JTAHHBIX, €CIH
ATO JIOMyCKAaeTCs MaTepUadbHBIM HOCHUTEIEM, MOXKET TPOHU3BOAUTHCS CIIOCOO0OM,
UCKJTIOYAIOMIMM JallbHEHIIyI0 00pabOTKy ATHX MEPCOHAIBHBIX JaHHBIX, C
COXpaHEHUEM BO3MOXXHOCTH OOpaOOTKM MHBIX JIaHHBIX, 3a)UKCUPOBAHHBIX Ha

MaTCpUAJIBHOM HOCHUTCIIC.
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[Ipn HECOBMECTUMOCTH LieJied 00paOOTKH NEPCOHAJIBHBIX JAHHBIX,
3a(pUKCUPOBAaHHBIX HA OJHOM MaTepHaIbHOM HOCHUTEIE, €CIM  MaTepHAIIbHBIHI
HOCUTENh HE  TIO3BOJISIET OCYILIECTBIATH  OOpaOOTKY MEpPCOHATBHBIX TAaHHBIX
OTJIEJIbHO OT  JApyrux 3apUKCHPOBAHHBIX HA  TOM € HOCHUTele
NEPCOHAJIbHBIX JAHHBIX, JOJDKHBI ObITh HPUHATHI MEpbl MO 00ECHeueHUI0
pasnenbHO  00pabOTKHU MEPCOHATBHBIX JaHHBIX, B YACTHOCTH:

— 1pu HEOOXOIMMOCTH UCTIONB30BAaHUSI WM  PaclpOCTPaHEHUs
OTIPECTCHHBIX NEPCOHANBHBIX JAHHBIX OTIEIBHO OT HAaXOAAIIUXCS Ha
TOM K€ MaTepHalbHOM HOCUTENE  JPYTUX  MEPCOHAIBHBIX JaHHBIX
OCYUIECTBIISIETCS KOMMPOBAHUE TEPCOHATBHBIX JAaHHBIX, MOJICKAIINX
paclpoCTpaHEHUIO  WJIM  HWCHOJB30BAaHUIO, CIOCOOOM, HCKIIOYAIOIIIM
OJTHOBPEMEHHOE KOMWPOBAaHHWE TEPCOHATBHBIX JaHHBIX, HE TOJJICKAIINX
pacnpoCcTpaHEeHUIO U UCTIONB30BAaHUIO, U UCTIONB3YETCS
(pacripocTpaHseTcs) KOMUs MePCOHAIbHBIX IaHHBIX;

— [pu  HEOOXOAMMOCTH  YHUYTOXKEHHS WA  OJIOKUPOBAaHUS  4acTu
MEPCOHANBHBIX JTAHHBIX YHUYTOXKAETCA WU  OJIOKUpYETCs MaTepHaIbHbIN
HOCHUTEIb C TpeIBapUTEIbHBIM KOIMPOBAaHUEM CBEICHHM, HE
NOJUISKAIINX  YHUYTOKEHUIO wii  OJOKMpPOBaHHIO, CHOCOOOM,
UCKJTIOYAIOIIUM OJHOBPEMEHHOE KOMHMPOBAHHE TMEPCOHANBHBIX JIaHHBIX,
MOJIISKAITIX YHUYTOKEHUIO WIH OJIOKUPOBAHHUIO.

YTOoYHEeHHE TEepPCOHANBHBIX TaHHBIX TPU OCYIIECTBICHHMH WX 00pabOTKU
0€3 WCIONB30BaHMUS ~ CPEIACTB  aBTOMATH3aIlMM  MPOU3BOIUTCS nmyTeM
OOHOBJIEHUSI WJIM W3MEHEHHUs JaHHbIX Ha MAaTE€pUaJIbHOM HOCHUTEJE, a €cld
3TO  HE JOMYCKAETCsl TEXHUYECKHUMH  OCOOCHHOCTSMH  MAaTe€pUajIbHOTO
HOCUTENS,, MyTeM (UKCAllMd Ha TOM € MaTepHaJbHOM HOCHTENE CBEICHUI
O BHOCHMMBIX B HHUX HU3MEHEHHUSAX JHUOO IMyTE€M M3rOTOBIEHUS  HOBOIO

MAaTCPUAJIBbHOTO HOCHUTCIIA C YTOYHCHHBIMHU IICPCOHAJIBHBIMHU OdHHBIMH.
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OOpaboTka NMEepCOHANBHBIX JAHHBIX, OCYILECTBIseMas 0e3 HCIONIb30BaHMS
CPEICTB aBTOMAaTH3allMH, JOJDKHA OCYIIECTBISATHCS TAaKUM 00pa3oM, 4uTOObI B
OTHOUIEHUU KaXJI0M KaTeropuu NepCOHAIbHBIX JTAHHBIX MOXKHO OBLIO ONPEIEIUTh
MECTa XpaHEHUs TMEePCOHAIbHBIX JAaHHBIX (MaTepUAIbHBIX HOCUTENEH) U
YCTaHOBUTH MEPEUEHbD JIL, OCYLIECTBIIAIOMNX 00pabOTKy MEPCOHANbHBIX JaHHBIX
I100 UMEIOIINX K HUM JTOCTYII.

[Tpu xpaHeHun MaTepUaIbHBIX HOCUTENEH JOIKHBI COOJIIOIaThCS YCIOBHS,
00eCreurBaIIe COXPAHHOCTh TEPCOHAIBHBIX JIAHHBIX M HCKIIIOYAIOLINe
HECAaHKIIMOHUPOBAHHBII K HHUM JOCTYIl. XpaHEHUE IMEePCOHAIBHBIX JaHHBIX
(MaTepHalIbHBIX HOCHUTENEH), 00padoTKa KOTOPBIX OCYLIECTBIIACTCS B PA3IUYHBIX

neJaIAaAx 10JKHO OBITh pa3aciIbHBIM.
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15 Osxupaemsbliii 3¢pdexT ot peanusanuu Iosoxkenuns

Peanmzanus [Tonoxenus 6e3onmacuoctu [11x B UCITIH mo3BonuT:

* omeHuTh coctosHue Oe3zonacHoctu UHGopmanuu MCIIJIH, BBISIBUTH
MCTOYHUKHU BHYTPEHHUX U BHEIIHHUX YIpo3 MH(OPMAIMOHHON 0€30MMacHOCTH,
ONPENEIUTh MPUOPUTETHBIC HAIPABICHUA INPENOTBPALICHUS, OTPAXKECHUA U
HEUTpaIu3aluu 3TUX yrpos;

*  pa3paboTaTh pacnopsAUTEIbHbIE U HOPMATUBHO-METOAMYECKUE JOKYMEHTHI

npuMennTenbHo K UCITIH;
*  mpoBecTH kiaccudukanuio u ceprudukanuto MCIH;

*  IPOBECTH OPraHU3ALMOHHO-PEKUMHBICE W TEXHUYECKHUE MEPOINPUATHS II0

obecnieuenuto 6e3omacHocTH I11n B UCII/IH;

*  o0ecreynTh HEOOXOAUMBIN YPOBEHB 0€30ITaCHOCTH OOBEKTOB 3aIIUTHI,

*  pa3paboTaTh METOAUYECKUE JOKYMEHTHI M0 Pa3MELIECHUI0, 00OPYAOBAHUIO U
OXpaHe ITOMEILIECHHUW, I'I€ XPaHATCA IEPCOHAJIBHBIE JAHHBIE, 110 XPAHEHUIO
NEPCOHAIBHBIX JIaHHBIX Ha OyMaXHbBIX HOCUTENISAX U TOPSAKY padOThI
UCIIOJIHUTENIEH C TMEpPCOHAIbHBIMU JAHHBIMU Ha OyMa)XXHBIX HOCHUTENSX
uHbOpMaInu.

Ocy1iecTBICHUE ITUX MEPONIPUATHUN 00ECIICUUT CO3/IaHUE €IMHOM,

LEJIOCTHOM M CKOOPAMHUPOBAHHOW CUCTEMbI MHPOPMALMOHHON O€30MacHOCTH U

COo31acCT yCJIIOBH:A HJIA €€ ,[[aHbHeﬁHIGFO COBCPIICHCTBOBAHMA.
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16 CnMcoK MCNMOJIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMU HOPMATHUBHO-NIPABOBLIMH U MeTOAUYeCKUMH
AOKYMEHTAMH, HA KOTOPbIX 0a3upyercs HacTosmee [lo10:xxeHune ABISIIOTCS:

®enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX
naHHbix» (manee — D3 «O mnepcOHAIBHBIX JaHHBIX»), YCTaHABIWBAIOUIUN
OCHOBHBIE TPUHIMUIBI W YyciaoBusi o0pabotku IIJIH, mpaBa, oO0s3aHHOCTH W
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHUH, CBA3aHHBIX ¢ 00paboTkoi [1/]H.

«TpeboBaHust K 3allUTe MEPCOHAIBHBIX JaHHBIX INPU HUX OOpabOTKE B
WHOOPMAITMOHHBIX ~ CHUCTEMaxX  IMEPCOHAIBHBIX  JIAHHBIX»,  YTBEPXKIICHBI
ITocranoBnenuem IIpaBurensctBa PO ot 01.11.2012 r. No 1119.

«Ilonoxxenne 00 OCOOEHHOCTAX OOpPaOOTKH MEPCOHANbHBIX JIAHHBIX,
OCYUIECTBISIEMOI 0€3 MCIOIb30BaHUS CPEIICTB aBTOMATH3ALMK», YTBEPKIECHHOE
ITocranosnennem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

[Toctanosnenue IlpaButensctBa Ne 211 ot 21 mapra 2012 roma «OG06
YTBEP)KJICHUM TIEPEUHsS MEp, HAMpaBlICHHbIX Ha O0O0ECTeUYeHUE BBIMOTHEHUS
o0si3anHOCTeH, TpeaycMOoTpeHHBIX D3 «O nepcoHanbHbIX JAHHBIX» U NPUHATHIMU
B COOTBETCTBUM C HUM HOPMATHBHBIMU TIPAaBOBBIMU aKTaMH, OIE€paTOpamu,
SIBJISTIOIIIUMUCS TOCYIAPCTBEHHBIMU UJIM MYHUIIUNTAIbHBIMU OpraHaMU.

«TpeboBanusi Kk  MaTepUaIbHBIM  HOCUTENSIM  OMOMETPUYECKUX
NEPCOHAIBHBIX JAHHBIX M TEXHOJOTWAM XPAHEHHUS TAKUX JAHHBIX BHE
UH)OpPMAIIMOHHBIX ~ CHUCTEM  TEePCOHAJBHBIX  JIAHHBIX»,  yYTBEPXKICHHBIC
[Tocranosnennem IIpaBurensctBa P® ot 06.07.2008 r. Ne 512.

HopmaruBHo-MeToquueckue JO0KyMeHThl DefepanbHON  CIyk OBl  T10
TEXHUYECKOMY M BKCHEpPTHOMY KOHTpoJito Poccuiickoit ®enepauuu (nanee -
OCTOK Poccum) mo obecneuenuto Oe3onmacHoctd [IJI[H mpu mx oOpaboTKe B

WCTIJTu:
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bazoBasi monens yrpo3 0€30MaCHOCTHM NEPCOHANIBHBIX JAHHBIX MPU HX
00paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, YTB. 3aM.
mupexkropa PCTOK Poccum 15.02.08 r.

Meroauka onieHku yrpo3 6e3omnacHoctu nHpopmanuu, yrB. DCTIK Poccun
05.02.21r.

[Tpukaz ®CTIK Poccun Ne 21 ot 18 depans 2013 roga «O6 yTBepKISHUM
CocraBa u conepKaHusl OPraHU3AIMOHHBIX U TEXHUYECKUX MEpP MO 00eCIeYEHUIO
0e30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHGPOPMAIMOHHBIX
CUCTEMAaX MEePCOHATBHBIX TAHHBIX).

[Tpuxa3 denepanpHoii cimy>x0b1 Oe3onacHocTu Poccuiickoit denepanuu ot
10 wrons 2014 1. N 378 «OO0 ytBepxkiaenun CocTaBa U COJIEpPNKAHUS
OpraHU3allMOHHBIX M TEXHUYECKHX Mep IO 00ecneueHuo 0e30MacHOCTH
NEPCOHAJBHBIX JAaHHBIX MPH HUX 00padoTKe B HMHPOPMAIMOHHBIX CHUCTEMaXx
NEPCOHATBHBIX JAHHBIX C UCHOJIB30BAHUEM CPEACTB KPUNTOTPAPUUECKON 3alIUTHI
nH(dOpMaIu, HEOOXOIUMBIX JIJISi BBITIOJHEHUS YCTAaHOBJICHHBIX [IpaBuTEIHCTBOM
Poccuiickoit ®denepanuu TpeOOBaHMKM K 3aIllUTe IEPCOHAJIBHBIX JIAHHBIX JIJIs

KaXXJIOr0 U3 YPOBHEH 3aIIUIIEHHOCTH.

Benymmuit umxenep ACY e
) 1 C.A. Aramansn
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